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1 Introduction

This document describes Mobileum Risk BU Information Security Management System, according to NP
EN ISO 27001 Standard requirement and to the Security Management principles and vocabulary referred
to in the ISO/IEC 27000 standard.

Nowadays the benefits of using Information Technologies (IT) in the organizations are undeniable.
Their use makes it possible to accelerate the business strategies through new services, processes and
costs optimization. However, there are also associated risks, in particular related to information security,
that need to be managed.

The risks in the information security should consider the possibility of threats, such as: intrusions,
internal or external attacks with the objective of stealing information, to modify or make it unavailable;
sabotage, data loss caused by leak in the information system; penalties for use of illegal software;
disclosure of critical information to the business; compromise the organization due to a failure of the
systems, among others.

All these risks should be evaluated and the respective measures implemented. In terms of strategy the
purpose is not to eliminate all the risks but to manage them to achieve the best solution for the
business, to treat the risks when they become critical for the organization, to accept them when they
are residual or to transfer them to a third party.

The information security should be Mobileum Risk BU main concern and responsibility at all levels

including collaborators, partners and suppliers (hereafter referred to as Participants).

This security awareness will allow all to act in order to make security an integral part of Mobileum Risk BU

organization and its Information, Communications and Technologies.

ISO/IEC 27001 -Information security management systems- and ISO 9001- Quality Management
System- —follows a PDCA approach- Plan-Do-Check-Act, directed linked to continuous improvement and

these two Management Systems are fully integrated.

It presents also Mobileum Risk BU processes, their relationships and interactions with the procedures that

give substance to our business supporting activities, putting the spotlight on the following areas:

e Managed Services
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Project Management

Product Development

Information Technology

e Human resources

Goal of Information Security Management System Manual

Information Security Management System is applied to the following Mobileum Risk BU activities:

N

Managed

The goal

Services, Information Technologies, Human Resources.

of this Manual is:
Document all activities associated with Information Security Management System;

Determine how the company will meet the NP EN ISO/IEC 27001-“Information Security

Management Systems-Requirements”;

Increase the effectiveness of Mobileum Risk BU Information Security Management System

performance;

An evidence that the Information Security Management System Policy are completely

integrated with the Company strategic guidelines;

Document the way Top Management is completely committed with the Information Security

Management System,;

This manual can be used by Customers, Suppliers, Partners, Employees and other stakeholders as

evidence that the Information Security Management System is structured and implemented in order to

assure that Information Security goals are established, implemented and measured every year.

Action driven
by intelligence
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Normative References, Definitions, Concepts definition

Normative References

NP EN ISO/IEC 27001 — ISO 27001 Information security management systems-Requirements;
NP EN ISO/IEC 27002 — Code of practice for information security controls.

NP EN ISO 9001 — Quality Management Systems — Requirements

NP EN ISO 9000:2000 — Quality Management Systems — Fundamentals and Vocabulary

Definitions/Acronyms

AOP Annual Organization Planning
ISMS Information Security Management System
ISP Information Security Policy

QMS Quality Management System

RDI Research, Development and Innovation
PDCA  Plan, Do, Check, Act

HR Human resources

KPI Key Performance Indicator

CMO Chief marketing Officer
CFO Chief Financial Officer

Excom  Mobileum Management

Concepts Definition

QMS:
Quality management System (QMS) can be expressed as the organizational structure, procedures,

processes and resources nheeded to implement Quality Management.

ISMS definition:
The governing principle behind ISMS is that an organization should design, implement and maintain a
coherent set of policies, processes and systems to manage risks to its information assets, thus ensuring

acceptable levels of information security risk.
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2 About Mobhileum Risk BU

Action driven by Intelligence...

About Mobileum

Mobileum is a leading provider of Telecom analytics solutions for roaming, core network, security, risk
management, domestic and international connectivity testing, and customer intelligence. More than 1,000
customers rely on its Active Intelligence platform, which provides advanced analytics solutions, allowing
customers to connect deep network and operational intelligence with real-time actions that increase revenue,
improve customer experience and reduce costs. Headquartered in Silicon Valley, Mobileum has global offices
in Australia, Dubai, Germany, Greece, India, Portugal, Singapore and UK. Learn more in www.mobileum.com

and follow @MobileumInc on Twitter.

1.1 Fast Facts

Mobileum is a GLOBAL Market leader in several areas

N.

Mobileum overview o606
i MOBILEUM IS AN ACTIONABLE ANALYTICS COMPANY v
GLOBAL INTELLECTUAL INDUSTRY MARKET
PRODUCTS CUSTOMERS PRESENCE CAPITAL INFLUENCE RECOGNITION
P
ing & 1,800+ GSMA. CFCA
roaming & core 1,000+ Global Team 307 RAG. PTC. owore »
A: In more than patent applications BEREC,ETSI
* fisk 180+ Countries. HQ: USA ifslgcfv‘::tor:cme
Over9in 10 Cupertino, CA 204 Gartner
€ telocomoperators  Arerting, Australa IR81GRQ
network use Mobieum Brazl, Eqypt Patents awarded VoOLTE Testing
Gemary, Greece, Leader
¥ ke F$.20 &
testing Mexico, Portugal, Co-authorship
Singapore, Spain,
Tukey, UAE, UK ~
e USA () Kot st
engagement L/
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Mobileum is part of the H.I.G. Capital portfolio, (1] 1] M

a leading global investment firm i eI e
Global Platfo! th Purpose-Built Tech Expertise
1,100+ $48bn ~500 ~130
Md-market equty Equity captal under Seasoned investment Puortfolo
& debt transacbons managemert professonals companies.
globally Leading ) Global
Middle Market { ’: } Investment
~320 #1 Deal Flow Investor "/ Platform 18 Sumbesndie
Cortrol mvestments. Most active North Offices acrossthe strategic Support. Anancial
SNCe nceghon A an mid-manket US, Europe and ST and Controls, o,
n 194 Investor (2019) complance, dgtal strategy

Core focus 39 67 Deep patiem Enhance

3nd expertize Dedicated Difforentiated resourcesto recognbion c.

in software. Techaokgy ~ Total : help companies  wihin sub- operational.

fintech, data,  compames  investmentsin Technology Value-add execute ecak: and financial

and dgeal in curent tech buznesses Sector Focus /’ Strategy cperatonally to unlock potentsd of

erces portiolo ance nceptin Gwen vakae complexity  leading tech
creaton plans busneszes

1.2 Customer References

A global footprint of 1,000 + customers

verizon’ [l O @ sic 1T B Sww
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1.3 Customer Testimonials

Mobileum is highly recognized by the market and by its customers.
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Highly recognized by the market and by its customers

@ Leader i innovation Mobilum's Signaling
Leading proacer for m Firewall &s the Securly
J Steering of Roaming & Roaming Soiuon of 2019
__/ Cuality Testing Solution

Steering of Roaming
MNO quote: “They are

RRAS s what MNO's Loading proadar for i

prevention sohstions, Most Innovative
Tier-1 vandor for Signaling Firewall | Blockchain
for Telacom

Leader in innovation MNO quotes: and secumy Gobal
*They are the ones to follow, passionate Price/Performance

about our industry’s future”, “There is no Valie Leadership 5 (Gzouv“)‘rm)‘“m
one who doubts they are innovative & often Financial Aal:;-neo /
find unique solutions through their research® for the Overall Revenue -

Assurance Market

eader Sample vendor in Gamar hype
;w re:h: ~ cycle for e future of CSP
Wk Gartnee | NetWOrks
Global Financial Assurance Leader / m&m’”ésﬁwzsr
Analyst quote: “a consistently strong Champion roami Management
performer in the fraud, revenue and 4 "“‘mm for Stosring of ng
business assurance market” O=====] Roammg, Roaming Hubs Sample vendor in Market Guide
/ and Analytcs and VAS for CSP Serwice and Network
— Assurance Solutions

1.4 Company Overview

Telecom industry is facing a deep transformation

=

INDUSTRY DRIVERS INDUSTRY CHALLENGES

== Monetization of New
Business Models

== TechnologyTransformation
v %6

¥ VolTE v B2B2X

v loT ¥ Tiered Pricing

v NFV ¥ New verticel approaches

v Choud ¥ Shcng, Private NWs & MVNOs
v Advanced Analtics & ML == Revenue Growth

v RPA

== Higher Operational

== Increased Financial Pressure Efficiency
== Tighter Regulation == Enhanced & Reliable
Customer Experience

== Digital Agenda
New Engagement Models

Mobileum’s active intelligence platform helps customers dealing with the emerging industry challenges and
opportunities.

U
Solutions built on our cloud-native Active Intelligence™ Platform
Embedded RAID, SITE and DNA capabilities, loosely coupled modular architecture eove
» I ¥ 3
roaming & core network tasting engagement
rangn Rivenod audts ampaon Ne Roaming Testng -i:.aunrar-um
Some Key snm 16 Enpass Roaocat 03 210 fortr e A A Loy hug\g WaanaiQos Tetmg | G igpa
Use Canes 0 Cor Ratog § BIngaudts & Rutal Adusar Roaming Poley Treedt Netwons. 0 Dadcaon AONs0ace Home
Ivaus 0T Fraud Patnis ausks, e Engos eSHs SEFP. Vous Frawal m.\’EA»l Teateg wu u Chum Presction
Vicdon Case Reports & Evdence Access Bumnessy Mo
88 Comuninies  Mgmt tgmt Dathboands Packs &4 Minagemint Sensors AP gt Tenancy
Rumnue Fraud Content Pracy Cartrsl Vorce Motity loT L Teut Call
fog e Protecton Datection Detaction ReutngEngs  Policy Engns Management Prefing Tasting Generaton
N = Engines Margn Bumness  Secunty Theat SMS Content & Lawhd Edge Packat Acthe Deep Pachat
.o Assuance  Aswurnce Detachon Trat: Anatyus Ietarcagtion Compitng Prrbng Testing nigecton
Active
MLIALS Time Senes Descrotee Daagmoene Anomaty Pradctre Presenptroe
Anatycs Anstybos Andyocs Anadtcs Dutection Anadcs Anadcs
orm
¢ Seivbont Mubi-souce Data Camectaty Stisaming Dita Complex Evart KRy Dota Semsors & Praacy & Oita
Gap 9 ngsthon and Models Processng Procesang Computation Vaduators Pretaction
0SS/ BSS Conmecton Notwork Probes Active Network Nodes | NF Business M Intertaces
{CORs. CRIM. (SS7_Dumater. GTP, SP, (Mosity, Cals Messagng. Dota (Blockchats, STR/SHAKEN,
Prowsonng eic ) ISUP_HTTP. CAP, &c ) BT, NP, APL etc ) Socal Meda, APL eic )
voife 56" \ NFV ] &
Onprm o e
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Lines of Business (LOB)

Detailed portfolio of solutions on M

top of our Active Intelligence platform Delipefd
.. Roaming& Testing &
L&D coreNetwork Monitoring
VS';e‘nn;:" )v. ACTIVE Lés‘sgm‘«e‘vﬂeu;: (26-4G) - - i
Vinolesaie Busiess Advace INTELLIGENCE %0 Testrg VOLTE Rosming Tessng
Retyl Business Advsor 0T Testng 0T Roaming Testrg
Oata Management PLAT F ORM Ao ':m; oeetonnection Testng
iCampagn by NEAWOrK MONBONNG and FSipnes Connecka Car Testng

Roaming Customee Experknce Momt Lab Tesing ESIM emote proviinng
Testrg

Service Assurarce
Ausomation Framewoek:

Cloud-native Architecture 2 Menageme
It

SupportingCSP Provd Mensgement 8

€onnect Routing Manapiment

Voke Policy Control and Firewal

1T Packet Prrsing and Service Mgme
Core Network Elements (HSS. LOMLOR)
G NWOAF Engine

= uzness Assurance
[ ;) E"g:gm::e Digital Evolution Roaming / ierconnect Frang - Usage Assurance
- pe Mot Money Fraud PrOVsI00In) Assurance
212 Drscovery A Moneazatior Network Digtal Contert Piracy Ratng & Biing Valdaton
DIgRal Lead Generanon & Segmentation rity ssurane
C\as!m Value Management Secu SIP & VoP Fraud Prepan Baance Valoaton
T
Intetigence C -Prot: Sigraing Firewal
.Aw‘ & ,:;,,.kf;:m‘ . Deawr Frang Proacave RA Testrg
Customer Expenence & Engagement SMS Firewsl Data Frang Collections Management
Su! s‘(nbel Workspace ;l} Secunty (SEPP, SGFYI) Content Frawg reentes Managemint
Home Aneivics S Proactve Fraud Management
Crwrn Preacion

Mobileum also has a flexible catalogue of services and deployment models.

Flexible catalogue of service and deployment models oee

onvem | ()| B

24 x 7 x 365

“Follow The Sun" support mode:

We have built a unique value proposition:
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We have built a unique value proposition

L BN ]
MOBILEUM TODAY
< Monstization
01 Eﬁﬂf Eﬁ"ﬁ&;ﬂmm 53 < Walus generation across senices
’ «  Core network intelgence elements
5 ecurify < Integrated real-t
TE IECQm 02 ?ﬁ::l Detaction L] ¥ ,au:mmr::m:; ;ﬁ:ﬂg;r“""
Analytics
ew < Proactive business opltimization
I:.ﬁlr:; |Nﬂé-l:GttﬁEs 03 Revema Asswunce Reporing » ' Automatic response bo remediation
with ACTIONS / Atomated blockin
4 g
04  Fraud Prevantion & Detecton > < Imtegrated real-time business response
% = «  Precise, relable and integrated insights
05 Hetwork Testing L] < Full Mecycle coverage from lab to production
— — < End-to-end 308 solutions from core to edpe
< Desp network analytics
{]ﬁ Customar Experience Managamant  5» «  Enhanced experience and engagemeant IR
< Realdime, 360" customer view -

N.

Products ready to tackle key industry hot topics P
CASE STUDIES ON KEY INDUSTRY TOPICS
Roaming & Network Risk Testing & Engagement
Core Network Security Management Monitoring & Experience
verizon’ P.. 6 6
vodacom vodofone
Roaming Cross-Protocol Subscription End-to-end
CEM Signaling Firewall Fraud Testing
-2 =
Deep Network
Wholesale A2P SMS Grey Biling & National and Anaics for
Business Advisor Route Protection Rating Validation International Experience &
lag' Backist QoS/QoE Testing 5G Enablement
" sic

Signaling based Real-Time Fraud Pravention
(nciuding, Rocumlk? /IRSF | Wangri / é i}
Spoching /| FAS | CS / SM Box)

Roaming
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Roaming and Core Network: Overview and Key Trends b

2 D
o —
Wholesale Roaming Roaming Quality VoLTE Roaming & 3G Sunset
p—_— S ss| = ‘\l TE data (oaming trafic
Iy T et 039} i AClvy FSssamd
o RLX Roaming traffic from Asia to

Europe and the Middle East
increased by 88%, in 2019

(@
L

%) Regulation
EU Roaming
Regulation

GDPR

}}»

» loT
20-30%

By 2020, a typical
MNO can ex
20

E-SIM

eSIM-based devices
will reach aimost

» 56

by 2024 subscriptions
1.9 billion,
coverage could
blanket up to 65 percent
of the world’s population

Roaming and Core Network: Detailed Portfolio

Whaiesale @ Steenng of iCampaign GTP Packet
ROAMING MANAGEMENT & Roaming Adwsor > Roaming o ) o Skong
© Retail Roaming & Data & Roaming Customer Roamng
SO Management Expenence Management Replcator

Intercomnect Routng loT Packet Prirting and 5G NWDAF Engne

Mansgement Senvice Management
Voice Policy Control Core Networ eSM
and Firewal lemerts Monebzanon
= Connectity Traflic and Palicy
')’" loT SERVICES Management Managemert
© =
© Enable a network of ings Device and Asset

Management

Roaming platform provides a central place to collect data,
extract insights and automate actions in real-time

Active

Signalin, Vihclesale and Steer Dot Maregerment
CTP 15U CareL 0 Anstyves
SP_OTA HITP2) = ~
Machine Learning & 2 &
Anaitics Nodds 1 Data M Campan
A Steering Analtis \v/ Walet Management
Probes Ll
TR . —i B R
LR, 3P kP . o8 s
@) oS Comtaier = 3 1! Testng Hub
©  Management . = B
= & , GTP Proxy Mftine
Customer and 7
xternal z
E@ Bate B e, @
Local Smant
@ Breakout Medator
Permanent Roamer f &
egat lenng Virtual Home RoamFiter
Testing - Ereronmert

IoT PacketPrntng o Least Costand Smart
7 Home Rouing
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Mobileum 5G core network capabilities to enable
and optimize next generation network rollouts
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Mobileum Risk Management solutions provide a combination of M
advanced ML algorithms, active testing and enforcement engines lip
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Mobileum cross-protocol firewall combines all the existing signaling w.
protocols with 5G HTTP and SEPP to protect interconnect links e

Protection across

=
56 generations

$G WTTP era

v For several years 5G will
coexist with previous
mobile generations

v Attacks to previous
generations may
impact 5G security
v A multi-protocol firewall
correlates threats across all
generations and
interconnects for Signaling,
[ combpguery .o
N.
. . . . °
Testing and Monitoring: Overview and Key Trends b
= @
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decreasing costs by 10% current state of the environment
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Engagement & Experience: Overview and Key Trends b
s 56

Network operations

monitoring and management
Network operations monitoring
and management is one ofthe
strategic use cases for Mobde Network
Operators (MNOs). As a result,
telecoms can reduce their planned
capital expenditures by 15%.

% NETWORK
QUALITY

CUSTOME
SERVICE

48
48

8

Improving customer 5G Data Usage

experience

Getting the right offer and then
setting up & mechanism for rapidly
launching and mea:

related campaigns, the telecom
canreduce churnby 10-15%
overa period of 18 months.

5G smartphone users on
average consumed between
2.7 and 1.7 times more
mobile data than 4G users.

% VARIETY OF ) PRICE
PACKAGES OPTIMIZATION

9 K}

% REWARD
PROGRAMMES

Engagement and Experience: Detailed Portfolio eoe

DATA DISCOVERY
Q & MONETIZATION

Data monegisation and
transformation initiatives

Digital Lead Generation
& Segmertation

@& Subsciber Workspace

Customer Vake Management Apps Fteligence

% Home Analyscs ¥ Chun Predcson

Mobileum Deep Network Analytics (DNA) software produces insights w.
while analyzing data traffic in massive networks Dp

Transforming Network Data Packets into Valuable Insights for Cyber Security, Telco Business

Wireless Networks
3 LTE, NB loT. HSPA
GPRS COMA,

DATAPACKETS

Action driven
by intelligence

FixedNetworks 4,
FTTx HSBB, xDSL, A
COAX

Deep Network Analytics
A

APPLICATIONS

Cyber Security &
Threatintelligence

Telco Network
Business & Digital
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DNA generates a comprehensive picture on all end-users’ M
interactions with data applications Delipefd
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DNA drives two major use case families in network operators: M
network and business applications P

USE CASE FAMILIES DRIVEN BY DNA

BUSINESS

NETWORK

sstome value
ert and digtal inbatves

Network and serwce assurance Segmerted marketing and sakes

Application analtics Personalized enduser engagement
Customesr expenence management Data moneszaton
Digtal partnerships.

Network CAPEX/OPEX rabonalization

ANALYZE ONUNE BEMAVIOURS AND ACHEVE MOHER

RETURNS FROM BUSIESS PLANS AND CAMPAYNS
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Our insights make new or better actions possible for M

both use case families

1 INSIGHTS
1058 08W(Es. )
. Better Sdesgn
ACTIONS
ENABLED - OptimIzed Network rescurce depioyment
< Timely operational interventons.
< Migher enc-user satisfaction, lower chum
IMPACTS
OBTAINED  Cost-eficient network management

< Lower CAPEX and OPEX spencing

Why Mobileum?

Use Case 0 NETWORK a BUSINESS
families

HIstorical anG real-time enc-user benaviors

< Appiicationdevel events

< Effective Up-sel and cross-sel activites

“ Dignal partnerships with 3rd parties

< Highet revenues, lower chum

< INNOVATIE Procucts and services

Mobileum’s solutions cover several technology domains.

Mobileum solutions cover several technology domains

loT Fraud Detection
1oT ¥

Positioned to support Telecom operators’
along their entire value chain
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5G Solution Strategy M
Cloud-native, Container. and Micro-service technology 'S E
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5@’-) Evolution to 5G g MNew 3G products t\zdln development
GA 2021 GA 20
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network & roaming i BCE
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Security

testing & monitoring 50 Sarice Tesling
= {Roaming, Madl, UE, loT)

=
fraud & risk

What is Mobileum’s Risk BU Commitment?

The Commitment that Mobileum Risk BU makes to the Market is reflected by significant profitability and
efficiency gains for its Customers’ business, based on the design and implementation of solutions that

optimize process efficiency, higher productivity levels, performance, and Customer satisfaction.

About our Shareholder
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Mobileum is part of the H.I.G. Capital portfolio, [H] L 1G) M
a leading global investment firm SarTEE 00 e
Global Platform with Purpose-Built Tech Expertise
1,100+ $48bn ~500 ~130
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Mobileum Risk BU’s Internal Organization
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Certifications & Memberships

Certifications

Mobileum Risk BU Quality Management System was conceived in order to respond to all requirements of
the standard NP EN ISO 9001 (International Standards for Business, Government and Society).
The certification audit took place on June 2002 and covered all activities related with software

development, consulting, placement, Solution Maintenance and product management. The audit team
recommended the NP EN ISO 9001 Certification;
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Most Project Managers of Mobileum Risk BU are certified with the International Project Management

Association (IPMA) and Project Management Institute (PMI);

Mobileum Risk BU is Certified in NP EN ISO/IEC 27001:2013 — ISO 27001 Information security
management systems-Requirements, with UKAS Accreditation, since 2015;

Memberships

Mobileum Risk BU is an active Member of the GSM Association and of the TeleManagement Forum.

Alliances and Partnerships

For the past 10 years Mobileum Risk BU built a solid footprint of successfully delivered projects and
technologies due to powerful solutions and strong partnerships. The company has shown in multiple
projects the capability to work and support our partners during the entire sales, implementation and
support cycle.

For the past 10 years Mobileum Risk BU established partnerships and alliances with major providers of
information systems and integration services. The company was able to follow an internationalization
strategy where working with partners with vision, complementary offer and the same approach to doing
business delivered win-win-win results — for our customers, for our partners and for Mobileum Risk BU.
Through Mobileum Risk BU, the business partners gain access to leading specialists and leading
technology in Business Assurance software and in niche Business Support Systems software. Partners
gain the opportunity to leverage on Mobileum Risk BU world class software products.

Mobileum Risk BU is strongly committed in delivering best-of-breed services and solutions to enhance
and optimize our customers’ business processes. Mobileum Risk BU believes that combined expertise
and technology lead to better solutions delivered to customers.

The company recognizes in our business partners a strategic contribution to our growth. The
commitment to training, support and constant interactivity between partners and Mobileum Risk BU

allows the creation of proposals in which the distinctive factors and the value of the solutions are clearly

demonstrated.
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3 Methodologies

The creation, internal diffusion and use of methodologies are critical agents for the success of projects
developed by Mobileum Risk BU. To this end, a number of methodologies were created from the

beginning to support the following activities:
e Managed Services, Project Management, Tests , Solution Development, Solution Maintenance, etc

To ensure the awareness and correct application of the above by all Mobileum Risk BU consultants, a

continuous internal training program was established, covering all employees.
The use of methodologies enables Mobileum Risk BU:

¢ to have a unique way of working with any type of customer;

o torapidly integrate new employees;

e to use alanguage common to all company employees;

e to expand and replace project teams;

e to easily control its projects;

e to easily communicate with all its customers;

Project Management Methodology

All Mobileum’s Risk BU projects follow a common Project Management methodology that guarantees the
follow-up of all project activities, from the awarding of the proposal to final project acceptance by the

customer.
All the activities foreseen in this methodology aim to guarantee that:
e Customer requirements are correctly stated, implemented and tested;

¢ The chosen team has all the necessary skills for project execution. All projects involving software
development include programmers, a testing team and people responsible for configuration

management;

e The deadlines agreed on with the customer are met and the project requirements fulfilled;

Mobileum Public Page 25

~. M_QMS_036_E - Information Security Management M_QMS_036_E
® P Manual — Risk BU 2022-10-14

Action driven
by intelligence



.
mobileum

e The project runs within the quality parameters specified by the applicable methodology;

¢ A reporting mechanism is implemented with the customer that includes periodical meetings with the

customer and project status reports;

e The customer accepts the solution delivered

Solution Development Methodology

Go-Ahead

Consulting Methodology

Managed Services Methodology
Planning
Production Support Methodology

Exscution &
Cantrolling

Consulting Methodology

Placement Methodology

Figure 1 — Project Management Methodology

Managed Services Methodology

N

Managed Services Methodology is an umbrella term for third-party monitoring and maintaining of
computers, networks and software. The actual equipment may be in-house, at the third-party's facilities
or even at customer facilities, but the "managed" implies an on-going effort; for example, making sure

the equipment is running at a certain quality level or keeping the software up-to-date.

Mobileum Risk BU follows this methodology shown in the following figure:
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- Project Kick-off
Meeting Minute
- Mng Services Operations

P

- Managed Services
Operations Plan

- Infrastructure Design and
Plan

- End User Manuais (App
& Support)

- Status Report (updated)

- Updates to Infrastructure
Design and Plan

- Acceptance Handover to
Production (when applicable)

- Requests, Problem and
Incident Registration

\/\

- Project Status Report

\/\

- Certification of Data
Destruction

- Proposal for Contract
renewal

Action driven
by intelligence

»o

Managed Service Procedure

Initiation

Implementation <
v

Operations

Security,
Infrastructure and
Data Management

Application
Management

System Support

Service Control

v

Manage End Of Contract

> SDP

Project
Management

=

Figure 2 — Managed Services Methodology
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4 Information security Management System Context

Objectives and Importance of Information Security
Management System

The main objectives for the implementation of Mobileum Risk BU Information Security Management
System are:

-More Business:
-Integrate Information Security in the business objectives of Mobileum Risk BU, as a
distinguishable and competitive factor;

-Reliability, Safety:
-Increases reliability and safety systems;
-Increases confidence and satisfaction of Customers, Partners and Suppliers;

-Improves Operational Performance and Quality:
- Ensure business continuity always keeping the highest levels of service quality;
- Promote within staff members a culture of responsibility and accountability for
Information Security;

- Compliance with Industry and Legal requirements
- Ensure compliance with industry and legal requirements in all countries where
Mobileum Risk BU develops business;

-Cost reduction:
-More efficient investments;

Information is one of the most critical assets of an organization. With the generalization of information
technologies and, in particular, of the Internet the volume of digital information has been increasing in

an exponentially way over the last years.

The protection of information is therefore of vital importance, so that the trust among the several

business partners may be maintained and solidified.
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The availability, integrity and confidentiality of information, in a rigorous and expedite way, to support

business decisions has become a competitive advantage for organizations.

If the information of an organization is disclosed, manipulated or made unavailable, the consequences

can be serious and create an impact in the organization’s reputation and performance.

The information security should be monitored as a dynamic process, so that it is possible to predict and

react to information security threats.

The risks resulting from information security threats have to be managed based on information
made available through risk management methodologies. The result of the application of these
methodologies, namely the development of risk analysis, enables objective planning of future

investments in information security, as to obtain better results.

Information Security can be defined as the preservation of:

1. Confidentiality: assure that information is accessible to authorized personnel only;

2. Integrity: safeguard the correctness and completeness of information and processing
methods;

3. Availability: assure that authorized users have access to information and associated assets

when required,;

Information Security Management System (ISMS) can be obtained through the implementation of a
number of security controls: policies, practices, processes, organizational structures and
technological solutions. These controls can be set to ensure that Mobileum Risk BU Security Policy

objectives are achieved.

Mobileum Risk BU Information Security is based on the international standard ISO/IEC 27001:2013

and the controls, Annex A, are covered through the following domains:

e Security Policy;

e Organization of Information Security;
e Human Resources Security;

e Asset Management;

e Access Control;
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e Cryptography;

e Physical and environmental security;

e Operations security;

e Communications security;

e System acquisition, development and maintenance;

e Supplier relationships;

¢ Information security incident management;

¢ Information security aspects of business continuity management;

e Compliance.

Plan
(What, when,

Assess
Identify and
analyze)

Monitor

(Mitigate the
risk)

A Continuous Interlocked Process—Not an Event
Figure 3 - PDCA

As with all management processes, an ISMS must remain effective and efficient in the long term, adapting
to changes in the internal organization and external environment, therefore incorporated the "Plan-Do-
Check-Act" (PDCA), or Deming cycle, approach:

1. The Plan phase is about designing the ISMS, assessing information security risks and selecting
appropriate controls.

The Do phase involves implementing and operating the controls.

3. The Check phase objective is to review and evaluate the performance (efficiency and effectiveness) of

the ISMS.

4. Inthe Act phase, changes are made where necessary to bring the ISMS back to peak performance.
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Needs and expectations of interested parties

N

Information Systems are a decisive factor in organizational competitiveness, working as a tool that
stimulates productivity and critical to the decision making process at various organization levels.

New threats targeting Information Systems rise, in part, due to today’s society extensive use of the
Internet. All organizations are susceptible to attacks no matter its size, nature or what IT resources and

communications are currently in use.

Mobileum Risk BU intends to manage the physical and logical security, the training and awareness of all
levels including all collaborators (described as Participants) that interact in the Information Security
Management Scope, to guarantee the continuity of business critical processes and the quality of the

rendered service.

The Information Security Management System is intended for all involved parties, like Mobileum Risk BU
Participants in Mobileum Risk BU Information Security Scope, Clients, Employees, Shareholders,

Partners and Suppliers, Regulators, Emergency Services, Media.

All the Participants have to assure the appropriate information security level in order to support and
protect Mobileum Risk BU interests.
This will make the operation of all business units possible, thus allowing the rendering of services and

the fulfillment of the mission in a safe and effective way.

Any agreements with external entities that involve access to the information processing system should

take into account all relevant security requirements.

Mobileum Risk BU intends that Information Security contribute as a competitive factor and decision
making supports. To achieve it is necessary that the organization observes security considerations in all
aspects of business, in order to protect their assets, Participant's data privacy, while at the same time

providing access to services and available information.

Information Security Management System is applied to all external partners (companies or individuals)
that need to use the Information Systems infrastructure, facilities or information under Mobileum Risk BU

responsibility.
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Information Security risks resulting from the involvement of external entities should be identified and the
appropriate controls implemented before the access is granted, in agreement with the Security
management Team.
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Figure 4 —Interface Management Model

Here we have the Interface Management relation model where we have all the associations,
certification entities, industry associations, shareholder, partners, suppliers, customers, universities,

etc, that belong to our interface management.

If the information is relevant, in the context of the activities undertaken by the company, the information
is widespread and treated by the responsible for each area, that will give content to the preparation of
the annual VBM (Value Based Management; part of the SPC), where proposals are made for the

management of business for the future 5 years.
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Information Security Management System Scope

N

Ensure Confidentiality of Customer data in the Systems operated by Mobileum Risk BU:

-Managed Services (Madrid Office);

Managed services are the practice of outsourcing day-to-day management responsibilities and
functions as a strategic method for improving operations and cutting expenses. The managed services

area is in charge of running some specific business activities for the Client.

Regarding the Infrastructure responsibility, we can have three different options: Mobileum Risk BU own

systems, Subcontracted or Customer’s responsibility.

Mobileum’s Risk BU Managed Services is divided in 2 main categories: Business and Technological.
Both service categories are independent and the customers can acquire them separately or a mix of
them.

In the Business category we have The Business Managed Services, which is a team leveraged by
skilled people in charge of the operations and responsibilities of specific business functions (or
processes) supported by Mobileum’s Risk BU tools. This team has the responsibility for maintaining the
Integrity and ensure Completeness and Accuracy of the system and can act as an extension of the

customer team.

In the Ttechnological components we’ve: Technical Managed Services, Managed Hosting and

Application Solution.

The Technical Managed Services is a group of people with comprehensive delivery, support and
maintenance capabilities of a specific Mobileum Risk BU software solution running on the customer’s
premises or on Mobileum Risk BU managed hosting. This service includes the operation of the system,
ensuring the execution of all jobs on schedule without errors and that all the reporting capabilities

contracted have updated data.

The Managed Hosting is a hosting solution based on Hardware Infrastructure, necessary 3rd part
Software and establishment of Communications, allowing Mobileum Risk BU Business solutions

implementation.

This service includes the complete management of third party products, capacity management,
Application Solution upgrades and patches. The service is operated using a three level support

structure in an 8x5 local time model.

The Application Solution is a Mobileum Risk BU Business solutions based on Mobileum’s Portfolio, of
Raid and/or Brokers solutions, which allow the best performance of customer business activities,

assuring the risks. The available modules are predefined and adjusted configuration of the main
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products, allowing standardize and faster implementations, and consequently a more cost effective

price of the service.

Mobileum Risk BU scope within NP EN ISO/IEC 27001 — ISO 27001 Information security management

systems is applied in Managed Services - Madrid office;

Information Security Management System

N

Mobileum Risk BU is ISO 9001 Certified since 2002, and is critical for our Business the accomplishment
of our Methodologies and Processes.
Mobileum Risk BU is ISO 9001 Certified in all Sites that allows the company having a global and unique

language.

ISMS is completely integrated in Mobileum Risk BU Quality Management System, that will allow
Management having a better understanding of ISMS potential business benefits, while the organization

is already accustomed to the PDCA approach and has this method completely ingrained in their DNA.

The system is organized by processes, as shown in the following figure.
Mobileum’s Risk BU business support processes — Project Management, Solution Development,
Production Support, Consulting, Placement, Managed Services are supported by particular

methodologies that guarantee uniformity and quality in their execution.

Information management Security management System is incorporated in Management Process due to
the Importance of this process for the organization.
Information Security Policy is defined and completely integrated in Mobileum Risk BU Annual Planning

Organization Plan .
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Figure 5 — Mobileum Risk BU Processes Map

All documents associated to processes are in English. Support models are both in English and
Portuguese.
The MANAGEMENT AND INNOVATION & SECURITY Processes comprises all activities related to:

e The strategic planning cycle;

e The Financial and Administrative Control of projects;

e The control and reporting of company performance indicators;

¢ Purchasing

Information Security Management System activities:
-Establish, Implement update and Operate ISMS;
-Monitor and review ISMS annually;
-Maintain, update and Improve ISMS;
-Implement ISMS Plan annually (ISMS Plan & Internal audit Plan);
-Management and measure ISMS performance indicators;

-ISMS System Revision;

The HUMAN RESOURCES process comprises all activities related to:

e Human resources planning;
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Recruitment and selection;

Integration of new employees;

Performance evaluation;

Employees training;

Skills management;

Management of indicators related to human resources;

The QUALITY process comprises all the necessary activities to guarantee the fulfilment of NP EN ISO
9001 standard requirements, particularly:

e Process identification;

Determining process sequence and interaction;

Planning and revision of the quality management system;

Definition of rules for document control;

Definition of rules for register control;

Quality Audits;
e Corrective and preventive actions;

¢ Management of quality-related indicators;

The MARKETING & ALLIANCES process comprises all activities related to:
¢ Relationships with analysts and press, Event Management, Offer Management, Product

Management, Web-Marketing, Contact Management, Competition analysis, Campaign
Management;

The CUSTOMER MANAGEMENT process comprises all the activities related to the:

e Collection and processing of Customer Satisfaction evaluation;
e Surveying of needs;

e Garnering of feedback from the projects under development
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The collection and processing of the Customer satisfaction evaluation is managed by the person
responsible for the quality process. Management of other activities is the responsibility of the account
managers responsible for the large customers.

The SALES process comprises all activities from the identification of a business opportunity to the
awarding of the proposal by the customer.

The PRODUCT MANAGEMENT process encompasses all activities related to Mobileum’s Risk BU

product management namely the planning of the conception and evolution of WDT products.

The PROJECT MANAGEMENT process encompasses all operational activities from the start of the
project until its acceptance by the customer, namely:

¢ Establishment of the project team;

Project planning;

Management of the team and planned activities;

Management of the relationship with the customer;

Project status control and reporting;
e Guarantee of the garnering and implementation of all the customer’s requirements.

The responsibility of fulfilling all steps of the process is incumbent on each project director.

The MANAGED SERVICES process defines the methodology to be applied by Mobileum Risk BU

consultants in all projects involving the delivery of solutions on a Managed Services Model.
These solutions may be delivered with different service layers:

e Technical Managed Services;Business Managed Services; Managed Hosting and Application Solution

Depending on the service level layer Mobileum Risk BU will provision the customer in the Managed
Services infrastructure and will operate the system in terms of Security, Infrastructure and Data

Management, System Support and Service Control.
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The SOLUTION DEVELOPMENT process defines the methodology to be applied by Mobileum Risk

BU consultants in projects implying software development or package customization.
The responsibility of fulfilling all steps of the process is incumbent on each project director.

The CONSULTING process defines the methodology to be applied by Mobileum Risk BU consultants
in projects that imply information surveying activities, recommendations, information transmission,

process surveying and improvement and impact analysis.
The responsibility of fulfilling all steps of the process is incumbent on each project director.

The PLACEMENT process defines the methodology to be applied by Mobileum Risk BU consultants in
projects involving the placement of skills during a determined period of time.

The responsibility of fulfilling all steps of the process is incumbent on each project director.

The PRODUCTION SUPPORT process defines the methodology to be applied by Mobileum Risk BU
consultants in all projects involving system production support, whether or not the systems are
developed by Mobileum Risk BU.

The responsibility of fulfilling all steps of the process is incumbent on each project director.

The TEST MANAGEMENT process defines the methodology to be applied by Mobileum Risk BU

consultants in software testing activities.
The responsibility of fulfilling all steps of the process is incumbent on each project director.

The PRODUCT SUPPORT process is applicable to all situations where Mobileum Risk BU assumes a
contractual commitment with a customer to supply Maintenance services for products developed by
Mobileum Risk BU Soft.

The TRAINNING process defines the methodology to be applied by Mobileum Risk BU consultants in
all projects involving the training of Human Resources in the solutions developed by Mobileum Risk
BU.
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The responsibility of fulfilling all steps of the process is incumbent on each project director.

The INFORMATION TECHNOLOGY process comprises all the activities needed for the company’s
physical resources management, namely:

e Backups;

e Workstation definition and installation;
e Security;

e Anti-virus Maintenance;

o Register of software licences;

The CONFIGURATION MANAGEMENT process comprises the activities of:
e Version management;
e Changes management;
¢ Configuration management;
e Baselines creation;

e Packaging of the solution to be sent to the customer

A structure exists with persons responsible for processes, who guarantee that all NP EN 1SO 9001

standard requirements are consistently complied with, implemented and monitored.

The garnering of feedback, changes and the monitoring of processes, as well as their documentation and

maintenance, is the responsibility of each process manager.

Mobileum Risk BU Quality Management System (NP EN ISO 9001:2015) covers some of the NP EN ISO

27001 - Information Security Management System requirements.

Value Chain

N

Mobileum’s Risk BU value chain is shown in the following figure, reflecting the linking of processes.
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Information Technology

Figure 6 — Value Chain

Relation between processes

The processes described below support Mobileum’s Risk BU activities in an integrated way. The

sequence of processes and the information flow between them is shown in the figure below.
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Figure 7 — Relation between processes

ISMS requirements for Business Continuity
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Business Continuity Plan is adapted to each project. All the rules defined in T_QMS_386_E - Business
Continuity Plan referring Datacenter rules and policies and also accomplishing what was defined in the contract
with the customer.

Mobileum Risk BU also has a Business Continuity Plan in a corporate point of view related with ISM scope in
Headquarters and Madrid (P_QMS_047_E - Business Continuity Plan Corporate).

Also we have |_QMS_156 E - Legal Contractual and Business Requirements and |_QMS_156_S - Legal that
have the legal requirements.

Important Contact in Portugal :

SUPERVISION AND REGULATORY ENTITIES:

ACT - Autoridade para as Condi¢des do Trabalho

http://www.act.qgov.pt/

Autoridade Nacional de Proteccao Civil (National Authority for Civil Protection)

http://www.proteccaocivil.pt/Pages/default.aspx

http://www.prociv.pt/en-us/Pages/default.aspx

Comissao Nacional de Proteccao de Dados (CNPD)

http://www.cnpd.pt/

Entidade Reguladora dos Servigos Energéticos - ERSE

http://www.erse.pt/pt/Paginas/home.aspx

https://www.erse.pt/

Associacao Portuguesa de Direito Intelectual

Http://www.apdi.pt

https://www.apdi.pt/

CYBERCRIME POLICY:

e Organizagdo Portuguesa de combate ao cybercrime (OPCC):
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opcc@europe.com

https://www.policiajudiciaria.pt/unc3t/

Important Contact in Spain:

Boletin Oficial del Estado ("BOE”) - www.boe.es
e Agencia Espafiola de Proteccidon de Datos (“"AEPD”)- www.aepd.es

o http://europa.eu/eu (Unién Europea)

e REGLAMENTO (UE) 2016/679 DEL PARLAMENTO EUROPEO Y DEL CONSEJO de 27 de abril
de 2016

https://eur-lex.europa.eu/legal-content/ES/TXT/PDF/?uri=CELEX:32016R0679&from=PT

e Communicaciones Electronicas
Diretiva 2002/58/CE

https://eur-lex.europa.eu/legal-content/ES/TXT/PDF/?uri=CELEX:32002L0058&from=PT

EMERGENCY SERVICES PORTUGAL:

e Help national number: 112
e Poisoning: 800 250 250

HOSPITALS PORTUGAL.:

e Curry Cabral: 217 924 200

e Egas Moniz: 21 043 10 00

e Estefania: 21 312 66 00

o Hospital de Braga: 253 027 00

e Julio de Matos: 217 917 000

e Maternidade Alfredo da Costa: 21 318 40 00
e Miguel Bombarda: 213 177 400

e Pulido Valente 21 754 8000

e Santa Maria: 21 780 5000

e Santa Marta: 21 359 40 00
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e Santo Anténio dos Capuchos: 21 313 63 00
e S&o José: 21 884 10 00
e Sao Francisco Xavier: 21 043 10 00

HEALTH CENTERS PORTUGAL - Emergency:

e UCSP Sete Rios: 21 042 32 60
e lLapa: 213931250

e UCSP Lumiar: 21 752 71 10

e Braga: 2532092 30

CRUZ VERMELHA PORTUGAL.:

e Ambulances: 213 913 900
e Hospitals: 217 714 000

FIRE DEPARTMENT PORTUGAL :

e HELP LINE: 213 422 222
e PHONE: 213 924 700

POLICE PORTUGAL

¢ GNR - Comando: 213 217 000

e GNR - Brigada Fiscal: 218 112 100

e Policia de Seguranca Publica: 213 466 141
e Policia Municipal: 217 268 022

EMERGENCY SERVICES:

Help national number: 112 (Portugal & Spain)
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Poisoning: Spain 098

Red Cross Spain :

Ambulances: 91 473 93 61

Emergencies: 91 522 22 22

FIRE DEPARTMENT Spain:

Madrid and Méstoles: 080

Community of Madrid: 085

POLICE Spain

National: 091

Municipal: 092

Guardia Civil: 062 - 91 514 60 00

Proteccion Civil Madrid: 91 537 31 00

Cruz Roja Madrid: 91522 22 22
Seguridad Social y Urgencias SAMUR Madrid: 061
Ambulancias Madrid: 061 - 914799361
Bomberos Madrid: 080 — 085 — 092
Atencion al Ciudadano: 010
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5 Leadership

Leadership and Management commitment

The decision to implement an Information Security Management System was taken by the Management
Commission, and all means were made available forthwith for the execution of a project that would

enable the fulfilment of this objective.

The revision and adaptation of the Information Security Management System have been backed by the
Management Commission on a periodic basis, in accordance with the company’s internal needs and

strategic changes.

It is incumbent on the Management Commission to review and approve the Information Security Policy,

described in this Manual:
¢ Suits the organization’s objectives;

e contemplates the fulfilment of the Information Security Management System’s requirements and the

continuous improvement of its efficacy;
¢ Supplies a framework for the establishment and review of the objectives of Security;

¢ |s communicated and understood within the organization;

e Strong collaboration with Partners, Regulators and with the environment where the company is

incorporated ;

Employees as part of Information Security Management System ;

Focus on internal training ;

Encourage, promote communication and constant feedback between employees and Top

Management;

Promote continuous improvement of the effectiveness of the ISMS;

Mobileum Risk BU Top Management presents to Mobileum Risk BU the Company strategic plan, each

year to all employees.

Mobileum Public Page 46
~. M_QMS_036_E - Information Security Management M_QMS_036_E
Manual — Risk BU 2022-10-14

[ ] L ] Action driven

by intelligence



N

.
mobileum

Mobileum Risk BU Information Security Policy is completely connected with those company strategic
guidelines.

Mobileum Risk BU guides its innovative activity on the grounds of its mission and strategic vision, which
continually seeks to add value to their customers and partners.
The mission of Mobileum Risk BU is reflected in the commitment to contribute to the business sucess of

its customers.

Guarantees it together with its partners, through aligning their solutions with the business challenges of

clientes and through his own knowledge.

Customer satisfaction allied with the motivation and excellence of Mobileum’s Risk BU people are key for

an effective and results driven management of Information Security Management System.

Mobileum Risk BU strategy from start included an agressive internationalization based on the
competitive advantage resulting from this innovative, distinctive and competitive range of products and
solutions, which led the company to become a global market leader in Telecom Revenue Assurance
Software.

Mobileum’s Risk BU strategic vision of being a global market leader in Business Assurance solutions will
allow the company to reach a new development stage and maintain the innovation path.

Mobileum’s Risk BU target industries (originally Telecommunications, but currently investing in its
expansion into the Retail, Energy and Financial) are highly dynamic and high tech driven industries
where the capacities to innovate and to keep up with the market are key success factors for any solution
provider.

Based on them, Mobileum Risk BU draws up its technological evolution plan that periodically is re-
evaluated and adapted to external conditions, always aligned with ISMS principals and with Mobileum

Risk BU strategy.
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Information Security Policy

Importance of Security Policy

N

Information is one of the most critical assets of an organization. With the generalization of information
technologies and, in particular, of the Internet the volume of digital information has been increasing in
an exponentially way over the last years.

The protection of information is therefore of vital importance, so that the trust among the several
business partners may be maintained and solidified.

The availability, integrity and confidentiality of information, in a rigorous and expedite way, to support

business decisions has become a competitive advantage for organizations.

If the information of an organization is disclosed, manipulated or made unavailable, the consequences

can be serious and create an impact in the organization’s reputation and performance.

The information security should be monitored as a dynamic process, so that it is possible to predict and
react to information security threats.

The risks resulting from information security threats have to be managed based on information
made available through risk management methodologies. The result of the application of these
methodologies, namely the development of risk analysis, enables objective planning of future

investments in information security, as to obtain better results.

Information Security Policy can be defined as the preservation of:

1. Confidentiality: assure that information is accessible to authorized personnel only;
2. Integrity: safeguard the correctness and completeness of information and processing methods;
3. Availability: assure that authorized users have access to information and associated assets

when required,;

Information Security Management System (ISMS) can be obtained through the implementation of a
number of security controls: policies, practices, processes, organizational structures and
technological solutions.

These controls can be set to ensure that Mobileum Risk BU Security Policy objectives are achieved.
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Mobileum Risk BU Information Security is based on the international standard ISO/IEC 27001:2013
and the controls, Annex A, are covered through the following domains:

e Security Policy;

e Organization of Information Security;

e Human Resources Security;

e Asset Management;

e Access Control;

o Cryptography;

e Physical and environmental security;

e Operations security;

¢ Communications security;

e System acquisition, development and maintenance;
e Supplier relationships;

¢ Information security incident management;

e Information security aspects of business continuity management;

e Compliance.
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Objectives and Principals of Information Security

Policy

N

Information Security Policy presents the main objectives to ensure that all information assets have
the required protection and specifies the control objectives that should be seen as a regulatory

requirement. The objectives are applied independently of the locations and technologies used:

Objective 1:
Integrate Information Security in the business objectives of Mobileum Risk BU, as a
distinguishable and competitive factor;

Objective 2:
Ensure compliance with industry and legal requirements in all countries where Mobileum Risk
BU develops business;

Objective 3:

Ensure business continuity always keeping the highest levels of service quality;

Objective 4:
Promote within staff members a culture of responsibility and accountability for Information

Security;

The implementation of top policies allows the coordination of all efforts, provides dynamism to
the implementation of information security and, at the same time, optimizes resources and

competences.

Information Security Policy is aligned with the nine Principles for the systems and networks

Information Security defined by OECD (Organization for Economic Co-operation and Development).

The nine principles presented hereafter were created with the objective of promoting security
among all the Participants and are complemented amongst themselves, so they should be
considered as a whole. The principles are directed to the Participants of all levels
(administrative and operational), and their responsibilities depend on their roles. All the Participants
will benefit from awareness, education, share of information and training that leads to a better

understanding of information security matters and the adoption of best practices in this domain.
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The efforts to strengthen the systems security and the information networks should respect the
values of a democratic society, especially the need of free and open circulation of information,

as well as the basic principles of respect for the individuals' private life:

1) Awareness
All the Participants should understand the need of the existence of secure information networks and
systems and their role in the maintenance and increase of security.

2) Responsibility
All the Participants should answer for the systems and network security.

3) Action
All Participants should act swiftly and cooperatively to prevent, detect and answer to security incidents.

4) Ethic
Each Participant should respect the interests of the other Participants.

5) Democracy
All Participants should make the security of the information systems compatible with the essential
values of a democratic society.

6) Risk Evaluation
All Participants should regularly evaluate the risks of the systems and information networks.

7) Security Conception and Implementation
All Participants should incorporate security as an essential element of the systems and
information networks.

8) Security Administration
Each Participant should manage security using a global approach that involves all Participants
in a coordinated and integrated way.

9) Re-evaluation

All the Participants should re-evaluate and review the security of the systems and information
networks and this re-evaluation can be an input to modify, adapt security policies, norms,
procedures and manuals.

Based on this principles, Mobileum Risk BU draws up its technological evolution plan and ISMS Policy,
that periodically is re-evaluated and adapted to external and internal conditions. Always aligned with
ISMS objectives and with Mobileum Risk BU strategy.
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Information Security Policy Framework

Mobileum Risk BU Information Security Policy is detailed in this Manual and belongs to the first Level
of Mobileum Risk BU Documentary Model (Figure 1).

This Model has an increasing level of detail from top to bottom. The documentation associated to each
level is in compliance with the higher level documentation and provides requirements and

expectations for the objectives of the lower levels documentation.

Quality
Manual

Information
Security
Management

Manual

Templates, Checklists, Slides, Manuals, Policies, Quality
Records

Figure 8 —~Mobieum Risk BU ISMS Documentary Structure

The ISM system documentation is organized according to the above figure.

All documents are created, classified, revised, approved and published according to the layout of

procedure P_QMS_004_E — Document Management.
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Documentation supporting the company core business is written in English, whereas the support
models are in both Portuguese and English. Internal instructions and activity support procedures can
be found in Portuguese or English.

Standards and Procedures should be created addressing people, processes, technologies and
organization. These documents should be viewed as guides to the implementation of the rules
defined in the Information Security Policy. The development of these documents should be rigorous

since they are specific for each asset and temporal implementation.

Information security Policy Guidance

The implementation and maintenance of the requirements of the Mobileum Risk BU Information
Security Policy is guided by ISO/IEC 27001 Information security management systems (requirements)
and practices of the security industry, namely the ISO/IEC 27002 — Code of practice for information
security controls.

ISO/IEC 27001 Annex A, is distributed in 14 domains and it supports the implementation and
maintenance plan, using key controls to guarantee conformity, to formulate documentation of
policies, to distribute security responsibilities, to execute risk analyses and to define and implement
security and access controls.

Information Security Policy Compliance

N

Non-compliance of what is in the rules and guidelines has serious consequences, which will be
analyzed by Mobileum Risk BU Management, Human Resources and Legal Department.

Exceptions to ISMS rules must be analyzed by Mobileum Management.
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Organizational roles and responsibilities

GLOBAL CIsO
Gautam Aurora

CISO Risk BU Local CISO Risk BU
Duarte Fernandes Tomas Portero

Data
Protection
Officer

Luis

Faanis HR- Ana Soares

Legal — Duarte Figueiredo

IT & Facilities — Duarte Fernandes

Security Information System Manager — Paula Gaspar

Figure 9 —ISMS Organization Model

Information Security has particular importance to Managed Services and Projects, systems and users
of Mobileum Risk BU that handle with this scope. Information Security is not confined to one
department or small group of people, it is, therefore, important to clearly define responsibilities that
guarantee that all relevant and important aspects will be taken into account and that all tasks will be

adequately fulfilled.

ISMS Objectives, Policy, Plan and procedures are completely aligned with Mobileum Risk BU Strategic
Plan guidelines.

Mobileum Risk BU strategic Plan is defined within Management and Innovation & Security Process by
Mobileum Risk BU Management.

The Management Commission deliberated that Information Security Management system is one of the
concerns of Mobileum Risk BU, and has selected a team responsible for guaranteeing the

maintenance and continuous improvement of the ISMS.

ISMS Organization Model consists in a Security Team (ISO 27001) with different roles:
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-Chief Information Security Officer (CISO):

GLOBAL - Mobileum Risk BU Management Level, direct report to CFO —
Administrator, Member of Mobileum Risk BU Executive Commission;

-Assures the Operational, Maintenance an improvement of the
System;

- Assures implementation of Training and awareness programs for all
participants in ISMS;

-Definition of Information Security policy;
-Define and review all ISMS policies and procedures in order to protect
the organization’s digital assets, from information to infrastructure and

more;

- Management and direction of the information security team, namely
the local CISO’s and the transversal areas’ representatives

- Responsible for compliance (1ISO27001);

- Define ISMS security strategy aligned with the company strategy
guidelines;

RISK BU CISO
- Mobileum Risk BU Experience or Senior Manager, Management
level in a Mobileum Risk BU Business area,;
-Assures the Operational, Maintenance an improvement of the
System;
- Assures implementation of Training and awareness programs for all
participants in ISMS;
-Review and update Information Security policy;
-Contributes and update policies and procedures to protect the
organization’s digital assets, from information to infrastructure and
more;
-Responsible for compliance (1ISO27001);
- Developing a complete strategy that covers prevention, detection,
and response security incidents;
-Coordinates the IT & facilities Mobileum Risk BU area completely
aligned with ISMS Strategy;
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LOCAL CISO

-Security System Manager:

-Operation Team:
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- Mobileum Risk BU Experience or Senior Manager, Management
level in a Mobileum Risk BU Business area;

-Assures the Operational, Maintenance an improvement of the
System;

- Assures implementation of Training and awareness programs for all
participants in ISMS;

-Review and update Information Security policy;

-Contributes and update policies and procedures to protect the
organization’s digital assets, from information to infrastructure and
more;

-Responsible for compliance (1ISO27001);

- Developing a complete strategy that covers prevention, detection,
and response security incidents;

- Mobileum Risk BU Manager, assures operation, maintenance,
review, monitoring and improvement of the Security System;

-Assures that ISMS follows and applies ISO 27001 Policy guidelines;
-Elaborating and proposing to the Executive Commission security
procedures to adopt in agreement with best practices and in
accordance with the international policies and standards recognized
in this domain;

-Advising the Executive Comission regarding the security of
information.

-Management and measure of ISMS performance Indicators

- ISMS System Revision;

- Mobileum Risk BU Business area (ISMS scope) and transversal
areas;

-Assures ISMS EN ISO 27001 compliance;

-Assures that ISMS follows and applies ISO 27001 Policy guidelines;
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-Assures ISMS EN ISO 27001 compliance;

-Developing training and awareness programs for the Participants of
ISMS;

-Feedback about Best practices in the Business;

Mobileum Risk BU has defined a career plan for its employees. A detailed description of each
function’s responsibilities can be found in instruction |_QMS 012 E — Job Descriptions. Both

documents are published on the intranet and are accessible to all employees.

It is incumbent on the person responsible for Security Management to elaborate the ISMS plan, identify
changes in the process, and ensure that the ISM system meets all the requirements of the EN 1SO

27001 assuring its integration in Mobileum Risk BU Quality Management System.

The Security System Manager must guarantee the performance of internal audits and respective

corrective measures.

Information management System belongs to Management & Innovation and Security Process in
Mobileum Risk BU Quality Management System.

The Process owner is a Management commission member.
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Information Security Management System (ISMS) can be obtained through the implementation of a
number of security controls, such as policies, practices, processes, organizational structures and

technological solutions. These controls can be set to ensure that Mobileum Risk BU Security Policy

objectives are achieved already described in section 4.1 of this Manual.

In order to reach these objectives, described in the ISMS Policy, a Risk Management Methodology was
conceived, and is revised with the aim of guaranteeing the fulfilment of the annually defined company

objectives and the follow-up of the company’s strategy, as well assures fulfilment of SO 27001

Standard requirements.

The goal of Mobileum Risk BU Risk Assessment Methodology

Action driven
by intelligence

Determination the criteria for Risk acceptance;
Identification of assets;

Identification of Vulnerabilities and threats;

Evaluation the size of Risks;

Identification and assessment of Risks treatment options;
Selection of controls for Risk management;

Identification Management approval for residual Risks ;
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8 ISMS Support

ISMS Resources

The main goal of Mobileum Risk BU is the constant improvement and optimization of the Information
managements System and to accomplish this goal we have full commitment of Mobileum Risk BU Top

Management.

Mobileum Risk BU Executive Management Commission provided and approved all necessary Human,
Technological and Financial resources for the establishment, implementation, maintenance and

continual improvement of the Information Security Management System.

The annual resource plan per business unit results from the strategic planning cycle.

The selection and recruitment of new employees are carried out in accordance with the content of
procedure P_QMS_008_E — Hiring and Selection.

The integration of new employees is carried out in accordance with the content of procedure
P_QMS_007_E- New Hires Integration.

Competence & Awareness

N

In order to fulfill Information Security Policy, following ISMS Policy objectives and guidelines, a Training
program was established before the creation of ISMS organization Model:

Mobileum Risk BU trained most of the team in order to have the largest number of people Certified by
IRCA - The International Register of Certificated Auditors — has Information Security Management
Systems Lead Auditors. The goal is to provide skills in order to optimize most as possible Information
Security performance.

The rest of the team was trained by an external company expert in Information Security training, to

guarantee a level of knowledge commensurate with the challenges and opportunities to be faced.

The updating and management of skills is carried out in accordance with procedure P_QMS 015 E -

Skills Management.
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The identification of training needs is carried out during performance appraisal, as described in
procedure P_QMS_022_E — Performance Appraisal.

The elaboration of the annual training plan results from the consolidation of the information obtained in

relation to each employee’s individual performance.

The activities of training management and the gathering and processing of appraisal results from training
sessions are described in P_QMS_006_E — Internal Training.

Registers of training sessions are stored by HR. The register of the training sessions attended by each

employee is maintained and managed by the person in human resources responsible for training.

Concerns with the identification and adaptation of the employees’ skills to Mobileum’s Risk BU business
begins with the process of selection and recruitment of new employees, and continues after they have
joined the company, through a continuous training process which is described in procedure
P_QMS_006_E - Internal Training.

Training is an instrument for garnering and to retain Talent in the company, annually Mobileum Risk BU
Training Plan is approved by Mobileum Management and is published in Mobileum Risk BU intranet
available to all employees.

Mobileum Risk BU trainings are provided to the persons within the security scope, giving awareness of
ISMS Policy, rules and guidelines with the goal of involving all employees, in information Security
Management System, also to clarify the importance of their contribution to the effectiveness of ISMS,

including the benefits of an improved Information Security performance:

1) Security Training
Owner: ISM Security System Management Team
Distribution List: ISMS scope (Managed Services)

This Training has also the objective of warning that all people have an active and important role in
ISMS.

Communication

N

ISMS documentation is classified following P_QMS_004_E- Document Management, that establishes

what and to who should be communicated.
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Responsibilities and roles are completely identified and communicated in this Manual —section 5.3 —and

available internally thru intranet to all employees.

This manual can and should be used by Customers, Suppliers, Partners, Employees and other
stakeholders as evidence that the ISMS is structured and implemented in order to assure that ISMS

policy and goals are established, implemented and measured every year.

Social Media

Mobileum Risk BU believes that his presence in the social media is essential and acknowledges the
importance of its employees, partners and suppliers and shareholders as active players of a global
information society.

The principles described below aim to guide Mobileum Risk BU employees and partners, suppliers,
shareholders, with the intended conduct when performing in a professional context or when representing
Mobileum Risk BU.

Mobileum Risk BU seeks to ensure its good reputation without jeopardizing its employees, partners,

suppliers, shareholders, etc., right to freedom in the personal sphere.

Mobileum Risk BU believes that the best way for its employees and external parties to be in the virtual
world is to follow the principles that guide them in real life-wise judgment and good common sense, living

company values and following Conduct Code guidelines and all other applicable policies.

For the purpose of this Manual, Social Media is Technology and Sites that require and involve the
discussion and publication of contents, namely: Blogging, micrologging (e,g.twitter), video sharing (You

Tube, Vimeo), networking (Facebook, Linkedin).

Fundamental principles for Mobileum Risk BU presence in
Social Media:

N

Transparency
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Transparency is a Mobileum Risk BU value. Mobileum Risk BU defends a transparent attitude in the
Social Media and doesn’t recommend the manipulation of information; nor the deception of followers
through “fake” destinations or posts designed.

The company must ensure that it clearly identifies its own brand’s Websites;

Safeguarding Privacy
Safeguarding privacy of customers, partners, etc, must be compliant with privacy and data protection

policies, applicable laws and information security policies (P_QMS_004_E-Document Management);

Respect for copyrights, trademarks, advertising rights and third-party parties
This guarantee in Social Media depends on each case, so Legal coordination is required to ensure well

informed and appropriated decision-making;

Use of best practices
Listen to the online community and act according to the applicable good practices, in order to ensure that

the social network principles reflect the most updated and appropriate behavior standards;

These Fundamentals guidelines are part of the ISMS training content delivered to all Mobileum Risk BU

employees.

ISMS documented Information

ISMS is completely integrated in Quality Management System as described in this Manual — Section 4.4-
Creation, reviewing, approving, publishing, archiving and extinguish rules of ISMS documentation is
described in P_QMS_004_E-Document Management.

The way to generates codes and names for all information items that need to be stored electronically,
like software, project documentation, quality related documents, etc., is described in _QMS_001_E-

Convention Names.
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9 Performance evaluation

Monitoring, measurement analysis and evaluation

As described in section 5.6 of this Manual, the ISMS Security Manager activities are related with
monitoring, measurement of ISMS:

It is incumbent on the person responsible for Security Management to elaborate the ISMS plan, identify
changes in the process, ISMS annual Revision and ensure that the ISM system meets all the
requirements of the NP EN ISO 27001 assuring its integration in Mobileum Risk BU Quality

Management System.

The Security System Manager must guarantee the performance of internal audits and respective
corrective measures, evaluates the effectiveness of the Information Security Management System In

the annual ISMS Revision.

ISMS Key Performance Indicators are documented in P_QMS _034_E-Measuring Analysis and

Improvement and monitored in T_QMS_442_E - ISMS Security Metrics and Goals.

Internal audit

Internal audits are carried out with the frequency defined in the ISMS plan and in accordance with
procedure P_QMS_013_E - Quality Audits.
Internal audit results are processed in accordance with the layout of procedure P_QMS_017_E —

Corrective and Preventive Actions.

Management Review

N

In order to assure ISMS continuing suitability, adequacy and effectiveness the ISMS plan should be
updated and reviewed annually.
Information Security Policy should be reviewed by Executive Commission in order to guarantee is

compliance with Mobileum Risk BU Strategic Plan.

The annual revision of the Information Security Management System can be triggered by one of the

following events (inputs):
e Changes in company strategy
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Changes in ISMS Policy

Review of the supply of products and services

Interface Management analysis;

Regulators and external environment;

Customer Feedback analysis;

ISMS Analysis & management :

-Internal Audits results (P_QMS 013 E — Quality Audit, P_QMS 017 _E — Corrective and
Preventive Actions);

-Results from Mobileum Risk BU Management System analysis — ISMS Management System
Revision;

ISMS system revision is made by the Security Information Manager in order to analyse the essential key
points for Strategic Plan Cycle of the company.

Information Security Management System review is presented and approved by Mobileum Risk BU
Management commission.

As outputs of the ISMS System review is considered:

e Actions to be implemented with the aim of improving the effectiveness of ISMS Management
System;

« Possible need for Human resources, financial or technology resources to ensure the adequacy of
the ISM System to the Company practice and adequacy with the NP EN ISO 27001 standard;

e Changes in Policies, goals, key performance indicators, processes or other elements associated
with the implemented ISM system;
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10 Improvement

Non conformity, Corrective and Preventive actions

Non Conformities, Corrective and Preventive actions are identified and implemented in accordance with the

layout of procedure P_QMS_017_E — Corrective and Preventive Action.

Continual Improvement

Mobileum Risk BU strives to continuously improve the efficacy of its ISMS system through the use of the ISMS
policy, the performance analysis of the company KPI, audit results, the analysis of relevant data, corrective and

preventive actions and through management revision.
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11 Annex A

N

Information Security Management Policy

As described in P_QMS_053_E — Information Security, Privacy and Personal Data Protection Policy

Information is one of the most critical assets of an organization. With the generalization of information
technologies and, in particular, of the Internet the volume of digital information has been increasing in

an exponentially way over the last years.

The protection of information is therefore of vital importance, so that the trust among the several

business partners may be maintained and solidified.

The availability, integrity and confidentiality of information, in a rigorous and expedite way, to support

business decisions has become a competitive advantage for organizations.

If the information of an organization, including Personal Data, is disclosed, manipulated or made
unavailable, the consequences can be serious and create an impact in the organization’s reputation

and performance.

Mobileum Risk BU top management is committed to maintain the continual improvement of the
information security management system. The information security should be monitored as a dynamic

process, so that it is possible to predict and react to information security threats.

Information Security Policy can be defined as the preservation of:

1. Confidentiality: assure that information is accessible to authorized personnel only;
2. Integrity: safeguard the correctness and completeness of information and processing methods;
3. Availability: assure that authorized users have access to information and associated assets

when required.

Mobileum Risk BU defined four objectives to ensure that all information assets have the required

protection and specifies the control objectives that should be seen as a regulatory requirement:

Objective 1:
Integrate Information Security in the business objectives of Mobileum Risk BU, as a

distinguishable and competitive factor;
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Objective 2:
Ensure compliance with industry and legal requirements in all countries where Mobileum Risk

BU develops business;

Objective 3:

Ensure business continuity always keeping the highest levels of service quality;

Objective 4:
Promote within staff members a culture of responsibility and accountability for Information
Security;

Mobileum Risk BU follows security best practices as defined in the General Data Protection Regulation.
This Security Policy applies to Mobileum Risk BU, in all of its organization. Therefore, Mobileum Risk
BU defined a general set of policies, which assures information security, including personal data:

e Backups Policy;

o Acceptable Use of Assets;

e Cryptography;

e Information Transfer;

e Clear Desk and Screen Policy;

e Passwords Policy;

e IT_Helpdesk_Facilities_Policy;

¢ Mobileum Risk BU Site Data Protection, Privacy and Cookies Policy.

Mobileum Risk BU is ISO 27001 certified for a subset of our services, which scope is:

The Information Security System for Managed Services Process related with Madrid Office.

The implementation and maintenance of the requirements of the Mobileum Risk BU Information
Security Policy is guided by ISO/IEC 27001 Information security management systems
(requirements) and practices of the security industry, namely the ISO/IEC 27002 — Code of practice for

information security controls for ISO 27001 certified scope.

Mobileum Risk BU Information Security in ISO 27001 scope is covered through 14 domains
(Security Policy; Organization of Information Security; Human Resources Security; Asset Management;
Access Control; Cryptography; Physical and environmental security; Operations security;

Communications security; System acquisition, development and maintenance; Supplier relationships;
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Information security incident management; Information security aspects of business continuity
management; Compliance) and it supports the implementation and maintenance plan, using key
controls to guarantee conformity, to formulate documentation of policies, to distribute security

responsibilities, to execute risk analyses and to define and implement security and access controls.

Privacy and Personal Data Protection Policy

The protection of privacy and personal data of all persons who somehow relate to Mobileum Risk BU
(clients, users of the services, employees, partners and others) is a fundamental commitment of our
Company.

Personal data is essential for the activity of Mobileum Risk BU, in particular, for the marketing of its
products and services, for the provision, monitoring and improvement of the quality of the services
made available by Mobileum Risk BU, for the management of Mobileum’s Risk BU human resources
and for the fulfilment of legal obligations, with the challenges that are associated to the processing of
personal data for the said purposes being very strongly influenced by the technological, economic and
social developments.

Our commitment is to work every day in order to ensure the privacy and protection of personal data for
which we are responsible in compliance with the applicable legislation, regulations and guidelines on
such matters.

This commitment is executed, namely, by the adoption and implementation of policies and standards of
privacy, including, for that purpose, the Privacy Policy of the Company, as well as our Information
Security Policy.

In order to better carry out our commitment, we have appointed a Data Protection Officer (DPO), which
is responsible for advising Mobileum Risk BU, monitoring Mobileum’s Risk BU compliance of the
personal data processing with the said policies and standards, as well as applicable law, and is the
point of contact for the Data Subject and the relevant Supervisory Authority.

In addition, Mobileum Risk BU have a security team within the organization responsible for, among
other aspects, the maintenance, development and supervision of information security, policies and
standards, as well as security awareness through training and communication.

With this Statement of Commitment, we want to make clear Mobileum’s Risk BU commitment to
privacy, security and personal data protection and ensure that all those processing personal data under
their relationship with Mobileum Risk BU are bound and act in accordance with the underlying
principles.

Personal Data Processing Principles and Data Subjects
Rights

The processing of personal data by our Company complies with the following fundamental principles:
- Lawfulness principle
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- Purpose limitation principle

- Transparency principle

- Adequacy and data minimisation principle
- Need to know principle

- Integrity and confidentiality principle

- Privacy by design and by default principle

In addition to complying with the said applicable principles, Mobileum Risk BU is committed to ensure
the respect of Data Subjects rights, in particular, the right of access and information to personal data
being processed by Mobileum Risk BU, the right to rectification, the right to erasure (“right to be
forgotten”), the right to data portability, the right to restriction of processing, the right to withdraw
consent, the right to object, the right not to be subject to a decision based solely on automated
processing, including profiling, and the right to lodge a complaint.

A) Lawfulness principle

The personal data will be processed only if and to the extent that it is grounded on one of the
conditions laid down for lawfulness, namely (i) when consent is given by the Data Subject or when the
processing is necessary for (ii) the performance of a contract to which the Data Subject is a party, (iii)
compliance with a legal obligation, or (iv) the purposes of the legitimate interests pursued by Mobileum
Risk BU or by a third party.

B) Purpose limitation principle

The personal data will be processed exclusively for the purposes that determined its collection and will
only be processed when legally permitted and by providing the due information to the corresponding
Data Subject.

C) Transparency principle

Data subjects will be informed in a clear and concise way of the relevant aspects related to the
processing of their personal data, namely, regarding the processing purposes and possible
transmission to third parties.

D) Adequacy and data minimisation principle

Only personal data that is adequate, relevant and limited to the necessary personal data for the
relevant purposes will be processed and for the time strictly necessary.

E) Need to know principle

Only employees and partners of Mobileum Risk BU whose functions require it will have access to the
relevant personal data processed.
F) Integrity and confidentiality principle
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The personal data will be processed in such a way as to guarantee its security, namely, (i) protected
against unlawful or unauthorized access or disclosure, (ii) protected against unauthorized modification,
loss or destruction of personal data or accidental loss of such personal data, and (iii) ensured that
personal data will be available when necessary and permitted, without undue delay.

G) Privacy by design and by default principle

Mobileum’s Risk BU products and services, their support systems, and their procedures will be
developed with the concern of protecting your privacy and personal data.

Personal Data Protection

Mobileum Risk BU respects best practices in the field of protection of personal data and information,
and has adopted a program of policies and standards to ensure confidentiality, integrity and availability
of the information it is dealing with and that is under its responsibility, which is known to all employees
and partners of Mobileum Risk BU.

Mobileum’s Risk BU Information Security Policy establishes a wide range of set of technical and
organizational measures, organized in several security areas, including:

(i) Logical security measures, such as the use of firewalls and detection of intrusion, the
existence of a policy of access to information and logging;

(i) Physical/organizational security measures, among which a strict access control to the
physical installations of our Company, by employees, partners and visitors, as well as very
restricted access, permanently monitored, to the essential technological infrastructures of
our Company;

(i) Other measures such as masking, encryption, pseudonymization and anonymization of
personal data, as well as a set of measures which aim to execute the principle of privacy
by design and by default. Where Mobileum Risk BU uses subcontractors or third parties,
Mobileum Risk BU will assure that its subcontractors and third parties are be bound by
obligations in order to comply with the applicable legislation and security measures
considered necessary by Mobileum Risk BU for the relevant purposes, as well as to ensure
that: (i) the sharing of personal data obeys the applicable laws as amended from time to
time, (ii) the transmission is securely made, and that (iii) the subcontractors or third parties
are contractually obliged to observe confidentiality duties and to ensure the security of
personal data, which, to that end, may be transmitted to them, with the restriction not to be
able to use such data for any other purpose, for their own benefit or that of third parties,
nor to correlate them with other data that is in the said subcontractors and third parties
possession.

Compliance with information security policies, security standards and protection of personal data is
subject to periodical scrutiny, audit and control, complemented by a demanding program of information
and training of Mobileum’s Risk BU employees and partners.
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