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1 Introduction

This document describes Mobileum Risk BU Information Security Management System, according to NP
EN ISO 27001 Standard requirement and to the Security Management principles and vocabulary referred
to in the ISO/IEC 27000 standard.

Nowadays the benefits of using Information Technologies (IT) in the organizations are undeniable.
Their use makes it possible to accelerate the business strategies through new services, processes and
costs optimization. However, there are also associated risks, in particular related to information security,
that need to be managed.

The risks in the information security should consider the possibility of threats, such as: intrusions,
internal or external attacks with the objective of stealing information, to modify or make it unavailable;
sabotage, data loss caused by leak in the information system; penalties for use of illegal software;
disclosure of critical information to the business; compromise the organization due to a failure of the
systems, among others.

All these risks should be evaluated and the respective measures implemented. In terms of strategy the
purpose is not to eliminate all the risks but to manage them to achieve the best solution for the
business, to treat the risks when they become critical for the organization, to accept them when they
are residual or to transfer them to a third party.

The information security should be Mobileum Risk BU main concern and responsibility at all levels

including collaborators, partners and suppliers (hereafter referred to as Participants).

This security awareness will allow all to act in order to make security an integral part of Mobileum Risk BU

organization and its Information, Communications and Technologies.

ISO/IEC 27001 -Information security management systems- and ISO 9001- Quality Management
System- —follows a PDCA approach- Plan-Do-Check-Act, directed linked to continuous improvement and

these two Management Systems are fully integrated.

It presents also Mobileum Risk BU processes, their relationships and interactions with the procedures that

give substance to our business supporting activities, putting the spotlight on the following areas:

e Managed Services
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Project Management

Product Development

Information Technology

e Human resources

1.1 Goal of Information Security Management System Manual

Information Security Management System is applied to the following Mobileum Risk BU activities:
Managed Services, Information Technologies, Human Resources.

The goal of this Manual is:
- Document all activities associated with Information Security Management System;

- Determine how the company will meet the NP EN ISO/IEC 27001-“Information Security

Management Systems-Requirements”;

- Increase the effectiveness of Mobileum Risk BU Information Security Management System

performance;

- An evidence that the Information Security Management System Policy are completely

integrated with the Company strategic guidelines;

- Document the way Top Management is completely committed with the Information Security
Management System,;

This manual can be used by Customers, Suppliers, Partners, Employees and other stakeholders as
evidence that the Information Security Management System is structured and implemented in order to

assure that Information Security goals are established, implemented and measured every year.
1.2 Normative References, Definitions, Concepts definition

Normative References

NP EN ISO/IEC 27001 — ISO 27001 Information security management systems-Requirements;
NP EN ISO/IEC 27002 — Code of practice for information security controls.

NP EN ISO 9001 — Quality Management Systems — Requirements

NP EN ISO 9000:2000 — Quality Management Systems — Fundamentals and Vocabulary

Mobileum Public Page 6
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Definitions/Acronyms

AOP Annual Organization Planning
CFO Chief Financial Officer
CMO Chief marketing Officer

Excom  Mobileum Management

HR Human resources

KPI Key Performance Indicator

ISMS Information Security Management System
ISP Information Security Policy

PDCA  Plan, Do, Check, Act
QMS Quality Management System

RDI Research, Development and Innovation

Concepts Definition

QMS:
Quality management System (QMS) can be expressed as the organizational structure, procedures,
processes and resources needed to implement Quality Management.

ISMS definition:
The governing principle behind ISMS is that an organization should design, implement and maintain a

coherent set of policies, processes and systems to manage risks to its information assets, thus ensuring
acceptable levels of information security risk.
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2 About Mobhileum Risk BU

Action driven by Intelligence...

About Mobileum

Mobileum is a leading provider of Telecom analytics solutions for roaming, core network, security, risk
management, domestic and international connectivity testing, and customer intelligence. More than 1,000
customers rely on its Active Intelligence platform, which provides advanced analytics solutions, allowing
customers to connect deep network and operational intelligence with real-time actions that increase revenue,
improve customer experience and reduce costs. Headquartered in Silicon Valley, Mobileum has global offices
in Australia, Dubai, Germany, Greece, India, Portugal, Singapore and UK. Learn more in www.mobileum.com

and follow @MobileumInc on Twitter.

2.1 Fast Facts

Mobileum is a GLOBAL Market leader in several areas

Mobileum overview

ene
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Customer Testimonials

Mobileum is highly recognized by the market and by its customers.

Highly recognized by the market and by its customers

@ Leader in Innovation mFAomle.ilm s Signaling
the Security
ding Steering of Roaming Leading provider for - GLoTEL irewall as y
“Vendor o Steering of Roaming & Roaming Solution of 2019
Jieguote: “They are Quahty"estmg Solutions
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In this space”
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prevention solutions Most Innovative
Tier-1 vendor for Signaling Firewall Blockchain
for Talacom

Telecom roaming test
and security Global

Leader in innovation MNO quotes:

5 Price/Performance
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Company Overview

Telecom industry is facing a deep transformation

mobileum

INDUSTRY DRIVERS

== Technology Transformation
v 56
¥ VoLTE
v loT
v NFV
7 Cloud
7 Advanced Analytics & ML
7 RPA
== Increased Financial Pressure
== Tighter Regulation
== Digital Agenda

INDUSTRY CHALLENGES

Monetization of New
Business Models

¥ B2B2X

¥ Tiered Prcing

¥ New verical approaches

¥ Siicing, Private NWs & MVNOs
Revenue Growth

Higher Operational
Efficiency
Enhanced & Reliable
Customer Experience
New Engagement Models

Mobileum’s active intelligence platform helps customers dealing with the emerging industry challenges and

opportunities.

Solutions built on our cloud-native Active Intelligence™ Platform

Embedded RAID, SITE and DNA capabilities, loosely coupled modular architecture

N

sk

Wangiri, Revenue

Usage audits

L3 L
roaming & core network
etwork

| Signaling Firewall, SMS |

T RO | Firewall. Signaling Threat |

i Icampaign
| Customer Experience, Wnolesale

:m
testing

Roaming Testing

&
engagement

| Subscriber Care, Apps
Intelligence, Home Analytics,

Some Key  Share, ypass, Robocall | Provisioning auds i National QoS Testing,
Use-cases  Subscription, Content Rating & Billing audits | & Retail Advisor, Roaming Policy | Audit Service, Threat Packet core Testing, | Digital Partnerships, QOE
Fraud, IoT Fraud | Partneraudits, etc. | Engine, eSIls. ReamFlow | Networks, 5G SEP VOLTE &loT Testing | monitoring
Voice Firewall,
(35} Common Workflow Case Reports & Evidence Access Business AP Multi
{37 Capabilities Mgmt Magmt. Dashboards Packs & XAl Management Sensors igmt. Tenancy
Revenue Content Piracy Central oice WMobility loT Lab Test Call
( ) Ergcesslmsz Protection Detection Detection Routing Engine Policy Engine ~ Management ~ Profiling Testing Generation
orrela
Engines Margin Business Secunty Threat SMS Content & Lawful Edge cket Active Deep Packet
Assurance  Assurance Detection Traffic Analysis Interception Computing Printing Testing Inspection
Qctive ML/ AL Time S D i D Anomal Predi P
. - ime Series escriptive iagnostic nomaly redictive rescriptive
intelligence Analytics Analytics ‘Analytics Analytics Detection Analytics Analytics
platform
WY A"a‘y“ca' Multi-source Data Connectivity Streaming Data Complex Event KPI Data Sensors & Privacy & Data
G S P,pelmes Ingestion and Models Processing Processing Computation Validators Protection
1491 Data 055/ BSS Connectors Network Probes Active Network Nodes / NIF Eusiness Network Interfaces
Discave (CDRs, CRM, (887, Diameter, GTP, SIP, (Mobility, Calls, , Data, , STIRISHAKEN,
v Provisioning etc.) ISUP, HTTP, GAP, étc) 10T, NP, AP, efc.) = Social Media, AP, etc.)
Technology = o NEV
domains Lte Volte
2 fon &1/Y  Managed Ny
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Lines of Business (LOB)

Detailed portfolio of solutions on

top of our Active Intelligence platform

71 _ Roaming &
L@ Core Network

Roaming Management
Steering of Roaming
Wholesale Business Advisor
Retail Business Advisor
Data Management
\Campaign
Roaming Customer Experience Mgmt
RoamFlow

Network Se s
Interconnect Routing Management
Voice Policy Control and SIP Firewall
loT Packet Printing and Service Mgmt.
Core Network Elements (HSS, UDM/UDR)
5G NWDAF Engine

71 Engagement
L@ & Experience

Customer Engagement & Digital Monetization
Subscriber Care
Home Analytics
SuperApps Intelligence & Digital Partnerships
Network Experience & Technology Leadership
5G Analytics (Core and Private Network)
Video Streaming Analytics
VoX Analytics (VOLTE / VONR / VoWiFi)

ACTIVE
INTELLIGENCE
PLATFORM

Cloud-native
Architecture
Supporting CSP
Digital Evolution

Network
@ Security

5G Security (SEPP, 5GFW)
Cross-Protocol Signaling Firewall
Threat Inteliigence
SMS Firewall

@ Testing &
@ Monitoring
Domestic Networks
E2E Service Testing (5G-2G)
App Testing
Network Monitoring and Insights
Service Assurance
Automation Framework

International Networks
Roaming Testing
VoLTE Roaming Testing
loT Roaming Testing
Interconnection Testing
Connected Car Testing
eSIM Testing

Lab & Performance Testing
5G Core Testing
5G Lab Testing
IoT Testing
4G Core and VoL TE Testing

ﬁ Risk
Management
Fraud Management
Revenue Share Fraud

SIP & VoIP Fraud
Roaming / Interconnect Fraud

Business Assurance
Usage Assurance
Provisioning Assurance
Rating & Billing Validation

Data Fraud Cost & Margin Analytics
Subscription Fraud Prepaid Balance Validation

— Dealer Fraud Customer Experience
Mobile Money Fraud Business Optimization 5

Proactive RA Testing

Digital Content Piracy
Collections

Proactive Fraud

Mobileum also has a flexible catalogue of services and deployment models.

Flexible catalogue of service and deployment models

On-Prem

Gioud.

Hybrid Public

Cloud Cloud

24 x 7 x 365

“Follow The Sun” support model

Acrion driven
by intelligence

Mobileum

M_QMS_036_E - Information Security Management

Managed Services

Consulting

é Q MOBILEUM

Active
2R PROFESSIONAL M atonee
il SERVICES
volution Implementation

\ o

Handover
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We have built a unique value proposition:

We have built a unique value proposition
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01  Foine hewars Manpement
Telecom 02 Feat hesecion
Analytics
framework that 03 Revenss Asarance Reparing
links INSIGHTS
with ACTIONS

04 Fraud Prevantion & Datection
% % 05 Hetwork Testing

06 Customear Experienca Managameant

Products ready to tackle key industry hot topics

MOBILEUM TODAY

Monetzation
Value generation acress services
Core network inteligence slements

»

Integrated real-time security response

> Automated netwerk protection

»

Proactive business oplimization
A o r

Automated blocking

a Integrated real-time business response

Precise, refiable and integrated nsights
Full Efecycle coverage from lab to production
End-to-end Gos solutions from core to edge

Deep netwark analytics
Enhanced experience and engagement
Realdime, 360° customer view

»

CASE STUDIES ON KEY INDUSTRY TOPICS

Roaming & Network Risk Testing & Engagement
Core Network Security Management Monitoring & Experience
verizon’ T é
vodacom
Roaming Ci Protocol it
CEM Signaling Firewall Fraud 00redoo
.: Deeop Nom;o:k
Wholessie A2P SMS Grey Billng & Nations! and fosyyce for
Business Advisor Route Protection Rating Validation International Experience &
QoS/QoE Testing 5G Enablement
loT Packet
Printing

"
ScC
Signaling based Real-Time Fraud Prevention

(ncludng, Robocaling
Spoching | FAS

Roaming

Roaming and Core Network: Overview and Key Trends

N.

=
o
Roaming Quality
Ssi
sal

R-CX

@

Regulation

3}»
loT
20-30%

By 2020, a typica
N expect

E-SIM
eSIM-based devices

fromRoamingloT
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VoLTE Roaming & 3G Sunset
4G\
=i LTE

Roaming traffic from Asia to
Europe and the Middle East
increased by 88%, in 2019

LTE data roa

8C1085 Asia s 1
2855 in 12 martrs.

» 56
by 2024 subscriptions
will reach 1.9 billion
and that coverage could
blanket up to 65 percent
of the world’s population
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Roaming and Core Network: Detailed Portfolio
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ROAMING MANAGEMENT Rosmiaacsor @ St @ icameaan Router o
I Sl ﬁ Retail Roaming f Data 0’ Roaming Customer ‘ Roaming
Advisor P Management WP Experience Management W Replicator
Interconnect Routing loT Packet Printing and 5G NWDAF Engine
NETWORK SERVICES Management Service Management
E;_wgu lobal connectivity Voice Policy Control Core Network esiMm
g and SIP Firewall Elements Monetization
(HSS, EIR, UDM/UDR)
. Connectivity Traffic and Policy
'3’."« loT SERVICES Management Management.
= Enable a network of things Device and Asset
Management.
~
Roaming platform provides a central place to collect data, M
extract insights and automate actions in real-time eoe
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Machine Learning &
Anahtis Modds
!ﬁﬁ Steering Anaytics
P the
$57. DMNTER,
GTADA, 5P, U Roaming Customer
@) Bperkrce
HY Ee B e
£ 0 : n
LY]  Permanent Roamer O v
o, | Vrtual Home RoarnFiter
g Testing Aupagiessy Freiny Ermronment
E 15T PacketPrinting P Lexst Costand Smart
Y- Home Rousing
Mobileum 5G core network capabilities to enable M
and optimize next generation network rollouts plipef
e @ © Funsccore
h . LRzl @? (O:? @ Incorperates tunctions and
PrOpemes required 10 serve as
& the 4G andior 5G core n a box
Minagement § initytcs Sgratng wecurty epr— £ § . * Al ACHons handed intemally
& @ @ LS Fa30 acens oK
S sdi®) & n§ 3 : O
LY & € 1 §§ 1§ O sccwithRiskandTesting
scp SEPP CHF PCF s 3 § g overlay capabllitels
3 § 5 P Testng capatuities can dnve Service
H H H K g €€ Assurance accessing the fraud and
“ i S 3‘1 45 feverne BSSUran:e Mpact feedng
3 1 £ ML ¥ ] e 56 Risk managemsnt system
. & 8 N 83 o
- (‘% (O% {% E__j 5-3 =7 56Ccomponents deployed
c: oM UDR SMF SNSF SoR AF NEF in standalone mode
bt Suticrier datibsses Vst hane con sorre 1 | Network funcoons ike UDM and SEPP
Subiacrier catabs o wel Expos ], ﬁe'uul) s;:'n:;':;f.cmnlamw
90 cone - Conbret Plony cortanenzed for ease of integrabon
Mobileum Public
@
(] M_QMS_036_E - Information Security Management M_QMS_036_E

Acrion driven
by intelligence

Manual — Risk BU

mobileum

Page 13

2023-12-15



N,

www.mobileum.com mObileum

Risk Management

N.

Risk Management: Detailed Portfolio

[ BN ]
¥ Usage Assurance \§ Prepaid Balance Validation W Biling Validation
REVENUE ASSURANCE
Prevent Revenue Leakage ¥ Provisioning Assurance W Rating Validation ¥ Proactive RA (TCG/TEG)
Roaming Revenue CLI Spoofing Subscription Content Proactive Service
FRAUD MANAGEMENT Fraud Share Fraud ~ Robocalling Fraud ~ Fraud Piracy FMS Abuse
Prevent Revenue Losses Bypass SIP & VoIP Prepaid Dealer Mobile M2M/loT Data
Fraud Fraud Fraud Fraud Money Fraud Fraud Fraud
ﬁ Partner ﬁ Order ﬁ Workforce ﬁ Equipment .0‘ Proactive
Incentive Handling Management Management Business
E"SINESS ASSURANCE Assurance Assurance Assurance Assurance Assurance
Enhance Business Operations &% Supplier Cost % Customer Problem iy Customer Collections §§ Costand Margin 7 Leased Line
Assurance Handling Assurance Assurance Assurance Assurance
©© BUSINESS OPERATIONS Collections Management
50 -

Enhance Operational Efficiency

o

Mobileum Risk Management solutions provide a combination of v
advanced ML algorithms, active testing and enforcement engines b
TECHNICAL
@ O e
CLI Refile
Tost cal Eoler 0 Sostea
=D generator p 5 i doer i ) DISTRIBUTION
active testing o © Y 3 Snlorcement
(@) ossmss ?$? St 2 .
A o © §§9:.Zz;.?4“”°" p
N Subscrpnon Fraud
External b High Usage Fraud
— i © ERRUD °S
Customer ® R e
g Experience H Ismre r:x_wl‘vgsh
. oo mencs | @S
Network H E‘missrrvé»
Analyties | © FRAGS'® o
Prepad Senace Fraud

Security

Network Security: Overview and Key Trends
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Network Security: Detailed Portfolio pp4

% 56 SEPP ) SS7 Firewall @ GTP Firewall

SIGNALLING SECURITY

rotect networks & subscribers ﬁ 5G Firewall ‘.‘. Diameter Firewall ‘ Threat Intelligence

SMS PROTECTION & SMS SPAM Firewall

/ Protect networks & subscribers

ﬁ A2P Grey Route Firewall

Mobileum cross-protocol firewall combines all the existing signaling
protocols with 5G HTTP and SEPP to protect interconnect links

Protection across

I — = .
26 3G 4G 5G generations
2G/3G 557 era 4G Diameter era 5G HTTP era
v For several years 5G will
@ @ @ @ @ @ coexist with previous

HE NP W ws e ac ww R

Interworking betwesn
MTTR/2 and Dismeter

mobile generations

Interworking betwsen
557 and Oiameter

<

Attacks to previous
generations may
impact 5G security

NG CP NG CP NG UP NG UP

v Amulti-protocol firewall
correlates threats across all
generations and
interconnects for Signaling,

MOBILEUM Firewall SEPP | Voice, and Messaging

Testing and Monitoring

Testing and Monitoring: Overview and Key Trends eo e

< L2
loT Testing Roaming CX 5G & Digital Transformation
A well-performing network is critically

testing in all phases of the experience creates a 2%
g:’.ggf::’fﬁ%mf;i:;ﬂirgs increase in customer retention
s
and fast time to market and has the same effect as
decreasing costs by 10%

important to digital business projects.
Real-time performance and behaviors, which
are essential for troubleshooting in the

i
j
loT device and network i Deliver the best roaming
i
i current state of the environment.

® x>

DUT Will Go OTA TESTING loT TESTING

VOLTE R CAGR) of 35.4% : Relationships
& 3G Sunset are - : ° i Between Field

-

3> Tighter

demanding more loT is being adopted by Technicians
testing services different industries as a and NOC's
for improved CX result of increasing daily

business operations
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Testing and Monitoring: Detailed Portfolio

ece
5G Lab Service Video IMS Core Network
NATIONAL QoS/QoE Testing Testing Assurance Testing Testing Testing
Ensure Domestic N/W Experience loT and Mobile Automation Emergency Voice, Data Smartphone
eSIM Testing Money Framework Service and Messaging and Arrp
Testing Testing Testing Experience
% Roaming Quality i VoLTE iy International
INTERNATIONAL QoS/QoE Testing Roaming Testing Carrier Quality
Ensure International N/W Experience i loT and Connected ip Performance o Roaming Service
Cars Testing Intelligence Assurance
3G, 4G, 5G Functional &
LAB & PERFORMANCE 5G Gore Testing 5G Lab Testing s o
TESTING
Enhance Network Performance 4G Core and VoLTE Cellular loT Testing dsTest Platform

Testing /

Domestic Testing | Our SITE platform covers a wide range of network M

services and interfaces e e

2G/3G Voice - CSFB VolIP Suppl. Services
IVR - VMS,
- LAN - DSL - ISDN - PSTN a/b

=
L
- _ ““«eeee”| LTE Uu (FDD, TDD) - UMTS Uu

NETWORK [ QoS & QoE | NETWORK GSM Um - LAN - NB-IoT/LTE-M

D SERVICES INTERFACES -~ " °
Use Cases

SMS - MMS - SMSolP - SMSoWiFi &ll SMARTPHONES

VIDEO H ‘«, J Galaxy and iPhones, including 5G; other Android

& iOS smartphones available, including 5G
YouTube & Netflix Video Streaming ...

HDMI Video Quality Testing

IP Service Testing - Web Browsing " S
Throughput - OTT Apps - loT l

/o ""x /
H " LTE S1 - IuCS / luPS - GSM Gb / GSM A

. ISUP - SS7 - MAP (HLR/VLR) - S1 LITE (loT)
VOLTE - VoWiFi - ViLTE - RCS (Universal Profile) ™=

VOLTE & VoWiFi Suppl. Services - SMSolP /\

D
International Testing | GlobalRoamer offers the world‘s largest M
cloud testing infrastructure for International QoS/QoE eoe

Central SIM Multiplexer with a SIM Pool from 415 MNOs

784 w97 calling

networks ' ¥ cards
L]

354 L . o . 41VolP

locations P % . '.“'. ° .. o ¥ accounts
% .v o® e
.

218 o '}.’ ". . A ,.: '.3 5 50 fixed line &

countries % . L g3/ q". ® carrier select
., .
‘0.&.. ‘ . o o X
606 pool SIM cards d '\ f. = S ® § 780 mobile
and MVNOs % L~ N . originating networks
. o D)
. - L . A ;
g i 15 carrier platforms
e © with access to 789
A1 o Sappamber 220 carrier routes
Individual routes subject to outages and linked fo roadmap Numbers stated are subyact to changes. 1/" T
7
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Engagement & Experience: Overview and Key Trends
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Network operations

monitoring and management
Network operations monitoring
and management is one of the
strategic use cases for Mobile Network
Operators (MNOs). As a result,
telecoms can reduce their planned
capital expenditures by 15%.

WHICH IS MORE IMPORTANT WHEN IT COMES TO DELIVERING LONG-TERM CUSTOMER LO

%> CUSTOMER
SERVICE
48%

QUALITY
38%

((A))

3> NETWORK

"a%h*

Improving customer
experience

Getting the right offer and then
setting up a mechanism for rapidly
launching and measuring the
related campaigns, the telecom
can reduce churn by 10-15%
over a period of 18 months.

3> REWARD
PROGRAMMES

6% 5%

%> VARIETY OF
PACKAGES

Engagement and Experience: Detailed Portfolio

/-’:‘"
56
5G Data Usage

5G smartphone users on
average consumed between
2.7 and 1.7 times more
mobile data than 4G users.

LTY?

3> PRICE
OPTIMIZATION
3%

&

CUSTOMER ENGAGEMENT &
DIGITAL MONETIZATION

Enhance customer engagement and
digital initiatives

NETWORK EXPERIENCE &
TECHNOLOGY LEADERSHIP

Build better networks and deliver
superior customer experience

COMPLEMENTARY
OFFERINGS

Address related areas such as privacy,
data protection, compliance, and fraud

Subscriber Care MF

Digital Leads Generator MF

Subscriber Churn Prediction M

W7 Network Analytics ™%
W Alerts Mr
¥ Mapview "¢

W VoX Analytics M

IP Data Retention M¥

Crypto-ID™

Explorer MF
Home Analytics M+F

SuperApps Intelligence M

% 5G Edge Analytics ™
2 M
&# Event Analytics

% Tracing WF

# xAnalyser WF

User Monitoring ™*

Mobileum Deep Network Analytics (DNA) software produces insights
while analyzing data traffic in massive networks

Crisis Centre M¥

Intelligent Triggers MF

% 5G Edge Operator "
W% loT Device Analytics M*

W# Video Streaming Analytics M

M Mobile / Foied
M+F Mobie + Fised /
M Mobike /

Transforming Network Data Packets into Valuable Insights for Cyber Security, Telco Busi

Fixed Networks

Wireless Networks — o b .Ea
5G, LTE, NB 0T, HSPA, FTTx. HSBB, xDSL .
GPRS CDMA, COAX
- R
[ oln i,
= f— 7y
@) j— D 3 e
R ela = =
Network Traffic Deep Network Analytics
Large volumes of network traffic Mobileum DNA exiracts and
flowing through telco networks transforms network data with unique
contain valuable information DNA granularity in real-time.
DATA PACKETS META-DATA APPLICATIONS

Apps & Devices
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by intelligence

Cyber Securi

Telco Netwar

Mobileum

M_QMS_036_E - Information Security Management
Manual —

Risk BU

ty &
Threat Intelligence

k,
Business & Digital

Public Page 17

M_QMS_036_E
2023-12-15



N,

www.mobileum.com mObileum

DNA generates a comprehensive picture on all end-users’ w
interactions with data applications b
© Agp Stae © Communcations 770K
What happens over i, 13!"._. 1,9:‘: © RdsHalng o
aris” T o TOKwaok g
60 MINUT o @ @ ==, =

- () © 478K

in a moblle operator 15M 2_77':}060 Gonge payes o ety
3 ool Educron
. ‘v‘.,..;--.-.-v u3 = °2”0K
e Swaarieg S i
g © Smutviuch
o e B B,
560K eb vy © Digtal Paymarts.
toree RN = & 18K
600K a © Stopong v © Tl e
—_— 67PM  otews oy 110K
1 ARl Ey
750K P
DNA drives two major use case families in network operators: w
network and business applications eoe

USE CASE FAMILIES DRIVEN BY DNA

NETWORK BUSINESS
10 enabie the delivery of betier and ! e Cust alue
ort ComRctivly Senices * mert 3 al nbatves
Network and serwce assurance Sagmerted marketing and sales
Applicaton analtics < Personalized end.user engagement
Customer expenence management < Data moneszason
Network CAPEX/OPEX rabonakization < Digtal partnerships

Our insights make new or better actions possible for M
both use case families
[ 2CN
Use Case o NETWORK o
families
v Historical & real-time network performance metrics v Historical and real-time end-user behaviors
1 INSIGHTS
CONSUMED v Application-level events v Application-level events
v Correlated information (across devices, locations etc.) v Individualized information (for each end-user)
v Better of network p s & design v Effective up-sell and cross-sell activities
2 ACTIONS
ENABLED v Optimized network resource deployment v Digital partnerships with 3rd parties
v Timely operational interventions v Better design of end user experiences and products
v Higher end-user satisfaction, lower churn v Higher revenues, lower churn
3 IMPACTS N -
OBTAINED v Cost-efficient network management v New revenue streams through digital models
v Lower CAPEX and OPEX spending v Innovative products and services
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Why Mobileum?

Mobileum’s solutions cover several technology domains.

Mobileum solutions cover several technology domains

Security Ed
E_roxy (SEPP)
Roaming Steering
5G Testing

e Roaming Experience

Roaming Business
Advisor

5G Slice Revenue
Assurance

5G Billing Validation
5GC Network Elem

Delivery
models

Protection

Lte

NFV Provisioning
Assurance

EFV Usage Assurance

NFV Infrastructure
Margin Analytics

loT Packet Printing

loT Connectivity
via RoamSIM

loT Fraud Detection
loT Testing

loT Service Assurance

loT Steering

loT Revenue Assurance

:,:;;e::,;';,

Positioned to support Telecom operators’
along their entire value chain

NFV

Virtual home
environment
VOLTE support

VOLTE Steering

VoLTE Roaming
Managed Services

VOLTE Testing
3G Shutdown
Margin Assurance

<:dy£7 Managed sorvis

Chief
TECHNOLOGY Officer

B

Fi

Protection

National
Network
Testing

Network
Operations

Core
Network.

Revenue

Margin
Protection

Callections

Chi

FINANCIAL Officer

rotection

raud

f
INFORMATION Officer

Sales

Sales.

Curstomer Markefing

Care Campaign

Cuslomer ‘Customer

Care Expenence

Enterprise

—— Customer

Sales.

Incentives ‘OTT Content
loT

VP Roaming /
Wholesale / Enterprise

Roanming
Management

Roaming
Management
[

Roaming
Management

Viholesale
Management
Wholesale
Management

Roaming Roal
Operations

ey B i
Enierpise  [la af

best-in-class,

award-winning
portfolio of solutions

£

Industry-leading

customer footprint

across vertica
3 in 4 operatol
now use Mobi

Is —
s
leum

Rich innovation ~

200+ patents

=N
.
Fina-ncial

Strength
and Leverage

o

A world-class
Machine Learning and
Analytics framework

Efficient delivery,
and 24/7 support and ops,
via 25+ global locations

Global, skilled
team with

deep domain focus

>

Rich cloud
and managed operations
and services capabilities
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Mobileum Network Presence
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Robots / Probes for Domestic
& In-roamer Testing

Inbound e ~
Roamers hal?
(( )) Cr o«
Domestic
Subscribers.

OSS/BSS  |rrseessnnsnss

Active Signaling
Interface

"""" 200 Gbpsinade Packel
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Experience Other Business Dala

Emulators PR s e Ve man s
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MO (=]
Robots/ loT
Probes
it
Real ~ DoVices etc
Devices

Confidential and Propristarv Informatien of Mobileur. Inc.

5G Solution Strategy

Cloud-native, Container, and Micro-service technology

Interconnect Gateways

~ (SS7 / Diameter/ GTP/ SIP/
somve
Lab NSS / W ator

Wholesale Clearing, Fraud
Intelligence, Content Delvery

SITE & GlobalRoamer

~

v
Robots / Probes

(3s) for Out-roaming
{_ ) Testing

SS7(SCCP) )
Diameter, GTP (IPX) (( )
SIP [ ISUP (Voice, VOLTE) Outbound
HTTP2 (56) . Roamers
Roaming Partners
(VPMN) = Outbound
ﬁ 1oT Devices
i SIP/ISUP (Voice) |IE
HTTP2 (56, AP1) Interconnects

(Voice, SMS, 3rd Party)

%’ Evolution to 5G

New 5G products

GA 2021

g

In development

Traffic Steering — for 5 PRarring Customes
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K
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What is Mobileum’s Risk BU Commitment?
The Commitment that Mobileum Risk BU makes to the Market is reflected by significant profitability and

efficiency gains for its Customers’ business, based on the design and implementation of solutions that

optimize process efficiency, higher productivity levels, performance, and Customer satisfaction.

About our Shareholder

Mobileum is part of the H.I.G. Capital portfolio, (1] 1 M
a leading global investment firm SEritEE 190 e
Global Platform with Purpose-Built Tech Expertise
1,100+ $48bn ~500 ~130
WMd-market equity Equity Captal under Seasonid investment Puortiolo
& debt transacbons managemert professonals companies
ghobally Leading Global
Middle Market Investment
~320 #1 Deal Flow Investor ’/ Platform 18 i
Cortrol investments Most active North Offices acrossthe Sﬂﬂ'@ﬁ sunoorl fnancel
SNce ncepbon Ao an mid-manket US, Europe and ST and controks eoal,
n 19 investor (2019) S S complance, dglal strategy

Deep patiem Enhance
Dedicated strategic.

Differentiated e

n Technol Total n X
i ias, | company | imestmentsin Technology ) Valuo-add  Rcomees | when oy
and digtal in current tech buznesses Sector Focus /’ Strategy operatonally. to unock potenta of
serwces portiolo ance ncepton - armven vake complexity leading tech
creaton plans. busmeszes

Mobileum Risk BU’s Internal Organization

N.

Risk Organization eoe

Head of Product Head of Risk Regional Central MS&CS Region TAMs Sales Ops
Management Engineering Delivery Delivery (Pater F ) GMs (Dilip V) (Sundar)

(Carlos M) (Luis B.) (Renato G.) (Siva R)

PLM FMS Regional . Regional . " Risk Sales Business Risk BPs Head of Corp.

[Realtime] ‘ Products ‘ ‘ Delivery ‘ ‘ CoE's, ‘ ‘ RAID MS ‘ ‘ Gs ‘ Risk Sales Risk TAMs Ops Process (Carla N. Mktg.
(Paula G) Liliana B.) (Sandra A.)

PLM FMS Arch. & ‘ ‘ Qualiy P e Head of

[Business] Platiorm Proactive RA Europe Eurape Inside Sales

(Vickrant 5.)
PLM Proactive PM QA Multi-Disciplinary Teams
RAFM (Collections Management) Americas Americas

PLM Risk
e “ e
m
APAC

V[
annng
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Certifications & Memberships

Certifications

Mobileum Risk BU Quality Management System was conceived in order to respond to all requirements of
the standard NP EN ISO 9001 (International Standards for Business, Government and Society).

The certification audit took place on June 2002 and covered all activities related with software
development, consulting, placement, Solution Maintenance and product management. The audit team
recommended the NP EN ISO 9001 Certification;

Most Project Managers of Mobileum Risk BU are certified with the International Project Management

Association (IPMA) and Project Management Institute (PMI);

Mobileum Risk BU is Certified in NP EN ISO/IEC 27001:2013 — ISO 27001 Information security
management systems-Requirements, with UKAS Accreditation, since 2015;

Memberships

Mobileum Risk BU is an active Member of the GSM Association and of the TeleManagement Forum.

Alliances and Partnerships

N

For the past 10 years Mobileum Risk BU built a solid footprint of successfully delivered projects and
technologies due to powerful solutions and strong partnerships. The company has shown in multiple
projects the capability to work and support our partners during the entire sales, implementation and
support cycle.

For the past 10 years Mobileum Risk BU established partnerships and alliances with major providers of
information systems and integration services. The company was able to follow an internationalization
strategy where working with partners with vision, complementary offer and the same approach to doing
business delivered win-win-win results — for our customers, for our partners and for Mobileum Risk BU.
Through Mobileum Risk BU, the business partners gain access to leading specialists and leading
technology in Business Assurance software and in niche Business Support Systems software. Partners
gain the opportunity to leverage on Mobileum Risk BU world class software products.

Mobileum Risk BU is strongly committed in delivering best-of-breed services and solutions to enhance
and optimize our customers’ business processes. Mobileum Risk BU believes that combined expertise
and technology lead to better solutions delivered to customers.

The company recognizes in our business partners a strategic contribution to our growth. The
commitment to training, support and constant interactivity between partners and Mobileum Risk BU
allows the creation of proposals in which the distinctive factors and the value of the solutions are clearly

demonstrated.
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3 Methodologies

The creation, internal diffusion and use of methodologies are critical agents for the success of projects
developed by Mobileum Risk BU. To this end, a number of methodologies were created from the

beginning to support the following activities:
e Managed Services, Project Management, Tests , Solution Development, Solution Maintenance, etc

To ensure the awareness and correct application of the above by all Mobileum Risk BU consultants, a

continuous internal training program was established, covering all employees.
The use of methodologies enables Mobileum Risk BU:
¢ to have a unique way of working with any type of customer;
o torapidly integrate new employees;
e to use alanguage common to all company employees;
e to expand and replace project teams;
e to easily control its projects;

e to easily communicate with all its customers;

3.1 Project Management Methodology

All Mobileum’s Risk BU projects follow a common Project Management methodology that guarantees the
follow-up of all project activities, from the awarding of the proposal to final project acceptance by the

customer.
All the activities foreseen in this methodology aim to guarantee that:
e Customer requirements are correctly stated, implemented and tested;

¢ The chosen team has all the necessary skills for project execution. All projects involving software
development include programmers, a testing team and people responsible for configuration

management;

e The deadlines agreed on with the customer are met and the project requirements fulfilled;

Mobileum Public Page 23
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e The project runs within the quality parameters specified by the applicable methodology;

¢ A reporting mechanism is implemented with the customer that includes periodical meetings with the

customer and project status reports;

e The customer accepts the solution delivered

Solution Development Methodology

Go-Ahead

Consulting Methodology

Managed Services Methodology
Planning
Production Support Methodology

Exscution &
Cantrolling

Consulting Methodology

Placement Methodology

Figure 1 — Project Management Methodology

Managed Services Methodology

Managed Services Methodology is an umbrella term for third-party monitoring and maintaining of
computers, networks and software. The actual equipment may be in-house, at the third-party's facilities
or even at customer facilities, but the "managed"” implies an on-going effort; for example, making sure

the equipment is running at a certain quality level or keeping the software up-to-date.

Mobileum Risk BU follows this methodology shown in the following figure:
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- Project Kick-off
Meeting Minute
- Mng Services Operations

P

- Managed Services
Operations Plan

- Infrastructure Design and
Plan

- End User Manuais (App
& Support)

- Status Report (updated)

- Updates to Infrastructure
Design and Plan

- Acceptance Handover to
Production (when applicable)

- Requests, Problem and
Incident Registration

\/\

- Project Status Report

\/\

- Certification of Data
Destruction

- Proposal for Contract
renewal

Action driven
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Managed Service Procedure

Initiation

Implementation <
v

Operations

Security,
Infrastructure and
Data Management

Application
Management

System Support

Service Control

v

Manage End Of Contract

> SDP

Project
Management

=

Figure 2 — Managed Services Methodology
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4 Information security Management System Context

4.1 Objectives and Importance of Information Security

Management System

The main objectives for the implementation of Mobileum Risk BU Information Security Management
System are:

-More Business:
-Integrate Information Security in the business objectives of Mobileum Risk BU, as a
distinguishable and competitive factor;

-Reliability, Safety:
-Increases reliability and safety systems;
-Increases confidence and satisfaction of Customers, Partners and Suppliers;

-Improves Operational Performance and Quality:
- Ensure business continuity always keeping the highest levels of service quality;
- Promote within staff members a culture of responsibility and accountability for
Information Security;

- Compliance with Industry and Legal requirements
- Ensure compliance with industry and legal requirements in all countries where
Mobileum Risk BU develops business;

-Cost reduction:
-More efficient investments;

Information is one of the most critical assets of an organization. With the generalization of information
technologies and, in particular, of the Internet the volume of digital information has been increasing in

an exponentially way over the last years.

The protection of information is therefore of vital importance, so that the trust among the several

business partners may be maintained and solidified.

The availability, integrity and confidentiality of information, in a rigorous and expedite way, to support

business decisions has become a competitive advantage for organizations.
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If the information of an organization is disclosed, manipulated or made unavailable, the consequences

can be serious and create an impact in the organization’s reputation and performance.

The information security should be monitored as a dynamic process, so that it is possible to predict and

react to information security threats.

The risks resulting from information security threats have to be managed based on information
made available through risk management methodologies. The result of the application of these
methodologies, namely the development of risk analysis, enables objective planning of future

investments in information security, as to obtain better results.

Information Security can be defined as the preservation of:

1. Confidentiality: assure that information is accessible to authorized personnel only;

2. Integrity: safeguard the correctness and completeness of information and processing
methods;

3. Availability: assure that authorized users have access to information and associated assets

when required;

Information Security Management System (ISMS) can be obtained through the implementation of a
number of security controls: policies, practices, processes, organizational structures and
technological solutions. These controls can be set to ensure that Mobileum Risk BU Security Policy

objectives are achieved.

Mobileum Risk BU Information Security is based on the international standard ISO/IEC 27001:2013
and the controls, Annex A, are covered through the following domains:

e Security Policy;

e Organization of Information Security;
¢ Human Resources Security;

e Asset Management;

e Access Control;

e Cryptography;

e Physical and environmental security;
e Operations security;

e Communications security;

e System acquisition, development and maintenance;
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e Supplier relationships;
e Information security incident management;
¢ Information security aspects of business continuity management;

e Compliance.

Plan
(What, when,

how)
Monitor \ ’ Assess
and Report 1 b (Identify and
’ , \ analyze)
Handle

(Mitigate the
risk)

A Continuous Interlocked Process—Not an Event
Figure 3 — PDCA

As with all management processes, an ISMS must remain effective and efficient in the long term, adapting
to changes in the internal organization and external environment, therefore incorporated the "Plan-Do-
Check-Act" (PDCA), or Deming cycle, approach:

1. The Plan phase is about designing the ISMS, assessing information security risks and selecting
appropriate controls.

2. The Do phase involves implementing and operating the controls.
The Check phase objective is to review and evaluate the performance (efficiency and effectiveness) of
the ISMS.

4. Inthe Act phase, changes are made where necessary to bring the ISMS back to peak performance.

4.2 Needs and expectations of interested parties

Information Systems are a decisive factor in organizational competitiveness, working as a tool that
stimulates productivity and critical to the decision making process at various organization levels.

New threats targeting Information Systems rise, in part, due to today’s society extensive use of the
Internet. All organizations are susceptible to attacks no matter its size, nature or what IT resources and

communications are currently in use.
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Mobileum Risk BU intends to manage the physical and logical security, the training and awareness of all
levels including all collaborators (described as Participants) that interact in the Information Security
Management Scope, to guarantee the continuity of business critical processes and the quality of the

rendered service.

The Information Security Management System is intended for all involved parties, like Mobileum Risk BU
Participants in Mobileum Risk BU Information Security Scope, Clients, Employees, Shareholders,

Partners and Suppliers, Regulators, Emergency Services, Media.

All the Participants have to assure the appropriate information security level in order to support and
protect Mobileum Risk BU interests.
This will make the operation of all business units possible, thus allowing the rendering of services and

the fulfillment of the mission in a safe and effective way.

Any agreements with external entities that involve access to the information processing system should

take into account all relevant security requirements.

Mobileum Risk BU intends that Information Security contribute as a competitive factor and decision
making supports. To achieve it is necessary that the organization observes security considerations in all
aspects of business, in order to protect their assets, Participant's data privacy, while at the same time

providing access to services and available information.

Information Security Management System is applied to all external partners (companies or individuals)
that need to use the Information Systems infrastructure, facilities or information under Mobileum Risk BU

responsibility.

Information Security risks resulting from the involvement of external entities should be identified and the
appropriate controls implemented before the access is granted, in agreement with the Security

management Team.
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Figure 4 —Interface Management Model

Here we have the Interface Management relation model where we have all the associations,
certification entities, industry associations, shareholder, partners, suppliers, customers, universities,

etc, that belong to our interface management.

If the information is relevant, in the context of the activities undertaken by the company, the information
is widespread and treated by the responsible for each area, that will give content to the preparation of
the annual VBM (Value Based Management; part of the SPC), where proposals are made for the
management of business for the future 5 years.

4.3 Information Security Management System Scope

Ensure Confidentiality of Customer data in the Systems operated by Mobileum Risk BU:
-Managed Services (Madrid Office);
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Managed services are the practice of outsourcing day-to-day management responsibilities and
functions as a strategic method for improving operations and cutting expenses. The managed services

area is in charge of running some specific business activities for the Client.

Regarding the Infrastructure responsibility, we can have three different options: Mobileum Risk BU own

systems, Subcontracted or Customer’s responsibility.

Mobileum’s Risk BU Managed Services is divided in 2 main categories: Business and Technological.
Both service categories are independent and the customers can acquire them separately or a mix of

them.

In the Business category we have The Business Managed Services, which is a Team leveraged by
skilled people in charge of the operations and responsibilities of specific business functions (or
processes) supported by Mobileum’s Risk BU tools. This team has the responsibility for maintaining the
Integrity and ensure Completeness and Accuracy of the system and can act as an extension of the

customer team.

In the Ttechnological components we’ve: Technical Managed Services, Managed Hosting and

Application Solution.

The Technical Managed Services is a group of people with comprehensive delivery, support and
maintenance capabilities of a specific Mobileum Risk BU software solution running on the customer’s
premises or on Mobileum Risk BU managed hosting. This service includes the operation of the system,
ensuring the execution of all jobs on schedule without errors and that all the reporting capabilities

contracted have updated data.

The Managed Hosting is a hosting solution based on Hardware Infrastructure, necessary 3rd part
Software and establishment of Communications, allowing Mobileum Risk BU Business solutions

implementation.

This service includes the complete management of third party products, capacity management,
Application Solution upgrades and patches. The service is operated using a three level support

structure in an 8x5 local time model.

The Application Solution is a Mobileum Risk BU Business solutions based on Mobileum’s Portfolio, of
Raid and/or Brokers solutions, which allow the best performance of customer business activities,
assuring the risks. The available modules are predefined and adjusted configuration of the main
products, allowing standardize and faster implementations, and consequently a more cost effective

price of the service.

Mobileum Risk BU scope within NP EN ISO/IEC 27001 — ISO 27001 Information security management

systems is applied in Managed Services - Madrid office;
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4.4 Information Security Management System

ISMS is completely integrated in Mobileum Risk BU Quality Management System, that will allow
Management having a better understanding of ISMS potential business benefits, while the organization

is already accustomed to the PDCA approach and has this method completely ingrained in their DNA.

The system is organized by processes, as shown in the following figure.
Mobileum’s Risk BU business support processes — Project Management, Solution Development,
Production Support, Consulting, Placement, Managed Services are supported by particular

methodologies that guarantee uniformity and quality in their execution.

Information management Security management System is incorporated in Management Process due to
the Importance of this process for the organization.
Information Security Policy is defined and completely integrated in Mobileum Risk BU Annual Planning

Organization Plan .

MANAGEMENT AND INNOVATION & SECURITY
HUMAN RESOURCES
QUALITY
MARKETING & ALLIANCES

CUSTOMER MANAGEMENT

=

z SOLUTION DEVELOPMENT = -

SALES z z &

o PRODUCTION SUPPORT 3l ol 1&

: 0z 3

< CONSULTING 2 zZ 5

= < g >

7] PLACEMENT = =~ 0o

PRODUCT 2 & g

MANAGEMENT S MANAGED SERVICES ] &
o

INFORMATION TECHNOLOGY

CONFIGURATION MANAGEMENT

igure 5 — Mobileum Risk BU Processes Map

All documents associated to processes are in English. Support models are both in English and

Portuguese.
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The MANAGEMENT AND INNOVATION & SECURITY Processes comprises all activities related to:
¢ The strategic planning cycle;
e The Financial and Administrative Control of projects;
e The control and reporting of company performance indicators;

e Purchasing

Information Security Management System activities:
-Establish, Implement update and Operate ISMS;
-Monitor and review ISMS annually;
-Maintain, update and Improve ISMS;
-Implement ISMS Plan annually (ISMS Plan & Internal audit Plan);
-Management and measure ISMS performance indicators;

-ISMS System Revision;

The HUMAN RESOURCES process comprises all activities related to:
¢ Human resources planning;

Recruitment and selection;

Integration of new employees;

Performance evaluation;

Employees training;

Skills management;
¢ Management of indicators related to human resources;

The QUALITY process comprises all the necessary activities to guarantee the fulfilment of NP EN ISO
9001 standard requirements, particularly:

e Process identification;

Determining process sequence and interaction;

Planning and revision of the quality management system;

Definition of rules for document control;

Definition of rules for register control;
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e Quality Audits;
¢ Corrective and preventive actions;

e Management of quality-related indicators;

The MARKETING & ALLIANCES process comprises all activities related to:

e Relationships with analysts and press, Event Management, Offer Management, Product
Management, Web-Marketing, Contact Management, Competition analysis, Campaign
Management;

The CUSTOMER MANAGEMENT process comprises all the activities related to the:

N

e Collection and processing of Customer Satisfaction evaluation;
e Surveying of needs;

e Garnering of feedback from the projects under development

The collection and processing of the Customer satisfaction evaluation is managed by the person
responsible for the quality process. Management of other activities is the responsibility of the account

managers responsible for the large customers.

The SALES process comprises all activities from the identification of a business opportunity to the

awarding of the proposal by the customer.

The PRODUCT MANAGEMENT process encompasses all activities related to Mobileum’s Risk BU

product management namely the planning of the conception and evolution of WDT products.

The PROJECT MANAGEMENT process encompasses all operational activities from the start of the
project until its acceptance by the customer, namely:

e Establishment of the project team;

Project planning;

Management of the team and planned activities;

Management of the relationship with the customer;

Project status control and reporting;
e Guarantee of the garnering and implementation of all the customer’s requirements.

The responsibility of fulfilling all steps of the process is incumbent on each project director.

The MANAGED SERVICES process defines the methodology to be applied by Mobileum Risk BU

consultants in all projects involving the delivery of solutions on a Managed Services Model.
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These solutions may be delivered with different service layers:

e Technical Managed Services;Business Managed Services; Managed Hosting and Application Solution

Depending on the service level layer Mobileum Risk BU will provision the customer in the Managed
Services infrastructure and will operate the system in terms of Security, Infrastructure and Data

Management, System Support and Service Control.

The SOLUTION DEVELOPMENT process defines the methodology to be applied by Mobileum Risk

BU consultants in projects implying software development or package customization.
The responsibility of fulfilling all steps of the process is incumbent on each project director.

The CONSULTING process defines the methodology to be applied by Mobileum Risk BU consultants
in projects that imply information surveying activities, recommendations, information transmission,

process surveying and improvement and impact analysis.
The responsibility of fulfilling all steps of the process is incumbent on each project director.

The PLACEMENT process defines the methodology to be applied by Mobileum Risk BU consultants in

projects involving the placement of skills during a determined period of time.
The responsibility of fulfilling all steps of the process is incumbent on each project director.

The PRODUCTION SUPPORT process defines the methodology to be applied by Mobileum Risk BU
consultants in all projects involving system production support, whether or not the systems are
developed by Mobileum Risk BU.

The responsibility of fulfilling all steps of the process is incumbent on each project director.

The TEST MANAGEMENT process defines the methodology to be applied by Mobileum Risk BU

consultants in software testing activities.
The responsibility of fulfilling all steps of the process is incumbent on each project director.

The PRODUCT SUPPORT process is applicable to all situations where Mobileum Risk BU assumes a
contractual commitment with a customer to supply Maintenance services for products developed by
Mobileum Risk BU Soft.
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The TRAINNING process defines the methodology to be applied by Mobileum Risk BU consultants in
all projects involving the training of Human Resources in the solutions developed by Mobileum Risk
BU.

The responsibility of fulfilling all steps of the process is incumbent on each project director.

The INFORMATION TECHNOLOGY process comprises all the activities needed for the company’s
physical resources management, namely:

e Backups;

o Workstation definition and installation;
e Security;

e Anti-virus Maintenance;

o Register of software licences;

The CONFIGURATION MANAGEMENT process comprises the activities of:
e Version management;
e Changes management;
e Configuration management;
e Baselines creation;

e Packaging of the solution to be sent to the customer

A structure exists with persons responsible for processes, who guarantee that all NP EN I1SO 9001

standard requirements are consistently complied with, implemented and monitored.

The garnering of feedback, changes and the monitoring of processes, as well as their documentation and

maintenance, is the responsibility of each process manager.

Mobileum Risk BU Quality Management System (NP EN ISO 9001:2015) covers some of the NP EN ISO

27001 - Information Security Management System requirements.

Value Chain

Mobileum’s Risk BU value chain is shown in the following figure, reflecting the linking of processes.
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4.6 Relation between processes

The processes described below support Mobileum’s Risk BU activities in an integrated way. The

sequence of processes and the information flow between them is shown in the figure below.
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Figure 7 — Relation between processes
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4.7 ISMS requirements for Business Continuity

Business Continuity Plan is adapted to each project. All the rules defined in T_QMS_386_E - Business
Continuity Plan referring Datacenter rules and policies and also accomplishing what was defined in the contract
with the customer.

Mobileum Risk BU also has a Business Continuity Plan in a corporate point of view related with ISM scope in
Headquarters and Madrid (P_QMS_047_E - Business Continuity Plan Corporate).

Also we have |_QMS_156_E - Legal Contractual and Business Requirements and |_QMS_156_S - Legal that
have the legal requirements.

Important Contact in Portugal :
SUPERVISION AND REGULATORY ENTITIES:
ACT - Autoridade para as Condi¢6es do Trabalho

http://www.act.qgov.pt/

Autoridade Nacional de Proteccéo Civil (National Authority for Civil Protection)

http://www.proteccaocivil.pt/Pages/default.aspx

http://www.prociv.pt/en-us/Pages/default.aspx

Comissdo Nacional de Protec¢do de Dados (CNPD)

http://www.cnpd.pt/

Entidade Reguladora dos Servigcos Energéticos - ERSE

http://www.erse.pt/pt/Paginas/home.aspx

https://www.erse.pt/

Associagao Portuguesa de Direito Intelectual

Http://www.apdi.pt

https://www.apdi.pt/

CYBERCRIME POLICY:
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e Organizagdo Portuguesa de combate ao cybercrime (OPCC):

opcc@europe.com

https://www.policiajudiciaria.pt/unc3t/

Important Contact in Spain:

Boletin Oficial del Estado ("BOE”) - www.boe.es
e Agencia Espafiola de Proteccidon de Datos (“"AEPD”)- www.aepd.es

o http://europa.eu/eu (Unién Europea)

e REGLAMENTO (UE) 2016/679 DEL PARLAMENTO EUROPEO Y DEL CONSEJO de 27 de abril
de 2016

https://eur-lex.europa.eu/legal-content/ES/TXT/PDF/?uri=CELEX:32016R0679&from=PT

e Communicaciones Electronicas
Diretiva 2002/58/CE

https://eur-lex.europa.eu/legal-content/ES/TXT/PDF/?uri=CELEX:32002L0058&from=PT

EMERGENCY SERVICES PORTUGAL:

e Help national number: 112
e Poisoning: 800 250 250

HOSPITALS PORTUGAL.:

e Curry Cabral: 217 924 200

e [Egas Moniz: 21 043 10 00

e Estefania: 21 312 66 00

o Hospital de Braga: 253 027 00

e Julio de Matos: 217 917 000

e Maternidade Alfredo da Costa: 21 318 40 00
e Miguel Bombarda: 213 177 400

e Pulido Valente 21 754 8000

e Santa Maria: 21 780 5000
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Santa Marta: 21 359 40 00

Santo Anténio dos Capuchos: 21 313 63 00
e S&o0 José: 21 884 10 00

e S&o Francisco Xavier: 21 043 10 00

HEALTH CENTERS PORTUGAL - Emergency:

e UCSP Sete Rios: 21 042 32 60
e Lapa: 213931250

e UCSP Lumiar: 21 752 71 10

e Braga: 253 2092 30

CRUZ VERMELHA PORTUGAL:

e Ambulances: 213 913 900
e Hospitals: 217 714 000

FIRE DEPARTMENT PORTUGAL :

e HELP LINE: 213 422 222
e PHONE: 213 924 700

POLICE PORTUGAL

¢ GNR - Comando: 213 217 000

e GNR - Brigada Fiscal: 218 112 100

e Policia de Seguranca Publica: 213 466 141
e Policia Municipal: 217 268 022

EMERGENCY SERVICES:
Help national number: 112 (Portugal & Spain)
Poisoning: Spain 098
Red Cross Spain :
Ambulances: 91 473 93 61
Emergencies: 91 522 22 22
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FIRE DEPARTMENT Spain:
Madrid and Mdstoles: 080
Community of Madrid: 085
POLICE Spain
National: 091
Municipal: 092
Guardia Civil: 062 - 91 514 60 00
Proteccion Civil Madrid: 91 537 31 00
Cruz Roja Madrid: 91522 22 22
Seguridad Social y Urgencias SAMUR Madrid: 061
Ambulancias Madrid: 061 - 91 479 9361
Bomberos Madrid: 080 — 085 — 092
Atencion al Ciudadano: 010
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5 Leadership

5.1

N

Leadership and Management commitment

The decision to implement an Information Security Management System was taken by the Management
Commission, and all means were made available forthwith for the execution of a project that would

enable the fulfilment of this objective.

The revision and adaptation of the Information Security Management System have been backed by the
Management Commission on a periodic basis, in accordance with the company’s internal needs and

strategic changes.

It is incumbent on the Management Commission to review and approve the Information Security Policy,

described in this Manual:

Suits the organization’s objectives;

contemplates the fulfilment of the Information Security Management System’s requirements and the

continuous improvement of its efficacy;

Supplies a framework for the establishment and review of the objectives of Security;

Is communicated and understood within the organization;

e Strong collaboration with Partners, Regulators and with the environment where the company is

incorporated ;

Employees as part of Information Security Management System ;

Focus on internal training ;

Encourage, promote communication and constant feedback between employees and Top

Management;

Promote continuous improvement of the effectiveness of the ISMS;

Mobileum Risk BU Top Management presents to Mobileum Risk BU the Company strategic plan, each
year to all employees.
Mobileum Risk BU Information Security Policy is completely connected with those company strategic

guidelines.
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Mobileum Risk BU guides its innovative activity on the grounds of its mission and strategic vision, which
continually seeks to add value to their customers and partners.

The mission of Mobileum Risk BU is reflected in the commitment to contribute to the business sucess of
its customers.

Guarantees it together with its partners, through aligning their solutions with the business challenges of

clientes and through his own knowledge.

Customer satisfaction allied with the motivation and excellence of Mobileum’s Risk BU people are key for

an effective and results driven management of Information Security Management System.

Mobileum Risk BU strategy from start included an agressive internationalization based on the
competitive advantage resulting from this innovative, distinctive and competitive range of products and
solutions, which led the company to become a global market leader in Telecom Revenue Assurance
Software.

Mobileum’s Risk BU strategic vision of being a global market leader in Business Assurance solutions will
allow the company to reach a new development stage and maintain the innovation path.

Mobileum’s Risk BU target industries (originally Telecommunications, but currently investing in its
expansion into the Retail, Energy and Financial) are highly dynamic and high tech driven industries
where the capacities to innovate and to keep up with the market are key success factors for any solution
provider.

Based on them, Mobileum Risk BU draws up its technological evolution plan that periodically is re-
evaluated and adapted to external conditions, always aligned with ISMS principals and with Mobileum
Risk BU strategy.

5.2 Information Security Policy

Information Security Policy can be defined as the preservation of:

N

1. Confidentiality: assure that information is accessible to authorized personnel only;
2. Integrity: safeguard the correctness and completeness of information and processing methods;
Availability: assure that authorized users have access to information and associated assets when

required;
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5.3 Importance of Security Policy

N

Information is one of the most critical assets of an organization. With the generalization of information
technologies and, in particular, of the Internet the volume of digital information has been increasing in

an exponentially way over the last years.

The protection of information is therefore of vital importance, so that the trust among the several

business partners may be maintained and solidified.

The availability, integrity and confidentiality of information, in a rigorous and expedite way, to support

business decisions has become a competitive advantage for organizations.

If the information of an organization is disclosed, manipulated or made unavailable, the consequences

can be serious and create an impact in the organization’s reputation and performance.

The information security should be monitored as a dynamic process, so that it is possible to predict and

react to information security threats.

The risks resulting from information security threats have to be managed based on information
made available through risk management methodologies. The result of the application of these
methodologies, namely the development of risk analysis, enables objective planning of future

investments in information security, as to obtain better results.

Information Security Management System (ISMS) can be obtained through the implementation of a
number of security controls: policies, practices, processes, organizational structures and
technological solutions.

These controls can be set to ensure that Mobileum Risk BU Security Policy objectives are achieved.

Mobileum Risk BU Information Security is based on the international standard ISO/IEC 27001:2013
and the controls, Annex A, are covered through the following domains:

e Security Policy;

e Organization of Information Security;
e Human Resources Security;

e Asset Management;

e Access Control;

e Cryptography;
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¢ Physical and environmental security;

e Operations security;

e Communications security;

e System acquisition, development and maintenance;

e  Supplier relationships;

¢ Information security incident management;

¢ Information security aspects of business continuity management;

e Compliance.
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6 Objectives and Principals of Information Security
Policy

Information Security Policy presents the main objectives to ensure that all information assets have
the required protection and specifies the control objectives that should be seen as a regulatory

requirement. The objectives are applied independently of the locations and technologies used:

Objective 1:
Integrate Information Security in the business objectives of Mobileum Risk BU, as a

distinguishable and competitive factor;

Objective 2:
Ensure compliance with industry and legal requirements in all countries where Mobileum Risk
BU develops business;

Objective 3:

Ensure business continuity always keeping the highest levels of service quality;

Objective 4:
Promote within staff members a culture of responsibility and accountability for Information

Security;

The implementation of top policies allows the coordination of all efforts, provides dynamism to
the implementation of information security and, at the same time, optimizes resources and

competences.

Information Security Policy is aligned with the nine Principles for the systems and networks

Information Security defined by OECD (Organization for Economic Co-operation and Development).

The nine principles presented hereafter were created with the objective of promoting security
among all the Participants and are complemented amongst themselves, so they should be
considered as a whole. The principles are directed to the Participants of all levels
(administrative and operational), and their responsibilities depend on their roles. All the Participants
will benefit from awareness, education, share of information and training that leads to a better

understanding of information security matters and the adoption of best practices in this domain.
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The efforts to strengthen the systems security and the information networks should respect the
values of a democratic society, especially the need of free and open circulation of information,

as well as the basic principles of respect for the individuals' private life:

1) Awareness
All the Participants should understand the need of the existence of secure information networks and
systems and their role in the maintenance and increase of security.

2) Responsibility
All the Participants should answer for the systems and network security.

3) Action
All Participants should act swiftly and cooperatively to prevent, detect and answer to security incidents.

4) Ethic
Each Participant should respect the interests of the other Participants.

5) Democracy
All Participants should make the security of the information systems compatible with the essential
values of a democratic society.

6) Risk Evaluation
All Participants should regularly evaluate the risks of the systems and information networks.

7) Security Conception and Implementation
All Participants should incorporate security as an essential element of the systems and
information networks.

8) Security Administration
Each Participant should manage security using a global approach that involves all Participants
in a coordinated and integrated way.

9) Re-evaluation

All the Participants should re-evaluate and review the security of the systems and information
networks and this re-evaluation can be an input to modify, adapt security policies, norms,
procedures and manuals.

Based on this principles, Mobileum Risk BU draws up its technological evolution plan and ISMS Policy,
that periodically is re-evaluated and adapted to external and internal conditions. Always aligned with
ISMS objectives and with Mobileum Risk BU strategy.
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6.1 Information Security Policy Framework

Mobileum Risk BU Information Security Policy is detailed in this Manual and belongs to the first Level of
Mobileum Risk BU Documentary Model (Figure 1).

This Model has an increasing level of detail from top to bottom. The documentation associated to each
levelis in compliance with the higher level documentation and provides requirements and
expectations for the objectives of the lower levels documentation.

Quality
Manual

Information
Security
Management

Manual

Templates, Checklists, Slides, Manuals, Policies, Quality
Records

Figure 8 —~Mobieum Risk BU ISMS Documentary Structure

The ISM system documentation is organized according to the above figure.

All documents are created, classified, revised, approved and published according to the layout of
procedure P_QMS_004_E — Document Management.

Documentation supporting the company core business is written in English, whereas the support
models are in both Portuguese and English. Internal instructions and activity support procedures can

be found in Portuguese or English.
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Standards and Procedures should be created addressing people, processes, technologies and
organization. These documents should be viewed as guides to the implementation of the rules
defined in the Information Security Policy. The development of these documents should be rigorous
since they are specific for each asset and temporal implementation.

6.2 Information security Policy Guidance

The implementation and maintenance of the requirements of the Mobileum Risk BU Information
Security Policy is guided by ISO/IEC 27001 Information security management systems (requirements)
and practices of the security industry, namely the ISO/IEC 27002 — Code of practice for information
security controls.

ISO/IEC 27001 Annex A, is distributed in 14 domains and it supports the implementation and
maintenance plan, using key controls to guarantee conformity, to formulate documentation of
policies, to distribute security responsibilities, to execute risk analyses and to define and implement
security and access controls.

6.3 Information Security Policy Compliance

N

Non-compliance of what is in the rules and guidelines has serious consequences, which will be
analyzed by Mobileum Risk BU Management, Human Resources and Legal Department.

Exceptions to ISMS rules must be analyzed by Mobileum Management.
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6.4 Organizational roles and responsibilities

GLOBAL CISO
Gautam Aurora

CISO Risk BU Local CISO Risk BU
Duarte Fernandes Tomas Portero

Data
Protection
Officer

Luis
Rodeia

HR - Liliana Bengalinha

Legal — Catarina Dias

IT & Facilities — Duarte Fernandes

Security Information System Manager — Paula Gaspar

Figure 9 —ISMS Organization Model

Information Security has particular importance to Managed Services and Projects, systems and users
of Mobileum Risk BU that handle with this scope. Information Security is not confined to one
department or small group of people, it is, therefore, important to clearly define responsibilities that
guarantee that all relevant and important aspects will be taken into account and that all tasks will be

adequately fulfilled.

ISMS Obijectives, Policy, Plan and procedures are completely aligned with Mobileum Risk BU Strategic
Plan guidelines.

Mobileum Risk BU strategic Plan is defined within Management and Innovation & Security Process by
Mobileum Risk BU Management.

The Management Commission deliberated that Information Security Management system is one of the
concerns of Mobileum Risk BU, and has selected a team responsible for guaranteeing the

maintenance and continuous improvement of the ISMS.

ISMS Organization Model consists in a Security Team (ISO 27001) with different roles:
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-Chief Information Security Officer (CISO):

GLOBAL

RISK BU CISO

LOCAL CISO

Action driven
by intelligence

- Mobileum Risk BU Management Level, direct report to CFO — Administrator,
Member of Mobileum Risk BU Executive Commission;

-Assures the Operational, Maintenance an improvement of the System;

- Assures implementation of Training and awareness programs for all participants
in ISMS;

-Definition of Information Security policy;

-Define and review all ISMS policies and procedures in order to protect the
organization’s digital assets, from information to infrastructure and more;

- Management and direction of the information security team, namely the local
CISO’s and the transversal areas’ representatives

- Responsible for compliance (1ISO27001);

- Define ISMS security strategy aligned with the company strategy guidelines;

- Mobileum Risk BU Experience or Senior Manager, Management level in a
Mobileum Risk BU Business area;

-Assures the Operational, Maintenance an improvement of the System;

- Assures implementation of Training and awareness programs for all participants
in ISMS;

-Review and update Information Security policy;

-Contributes and update policies and procedures to protect the organization’s
digital assets, from information to infrastructure and more;

-Responsible for compliance (1ISO27001);

- Developing a complete strategy that covers prevention, detection, and response
security incidents;

-Coordinates the IT & facilities Mobileum Risk BU area completely aligned with
ISMS Strategy;

- Mobileum Risk BU Experience or Senior Manager, Management level in a
Mobileum Risk BU Business area;

-Assures the Operational, Maintenance an improvement of the System;
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- Assures implementation of Training and awareness programs for all participants
in ISMS;

-Review and update Information Security policy;

-Contributes and update policies and procedures to protect the organization’s
digital assets, from information to infrastructure and more;

-Responsible for compliance (1ISO27001);

- Developing a complete strategy that covers prevention, detection, and response
security incidents;

-Security System Manager:

-Operation Team:

- Mobileum Risk BU Manager, assures operation, maintenance, review,
monitoring and improvement of the Security System;

-Assures that ISMS follows and applies ISO 27001 Policy guidelines;

-Elaborating and proposing to the Executive Commission security procedures to
adopt in agreement with best practices and in accordance with the international
policies and standards recognized in this domain;

-Advising the Executive Comission regarding the security of information.

-Management and measure of ISMS performance Indicators

- ISMS System Revision;

- Mobileum Risk BU Business area (ISMS scope) and transversal areas;
-Assures ISMS EN ISO 27001 compliance;
-Assures that ISMS follows and applies ISO 27001 Policy guidelines;

-Assures ISMS EN ISO 27001 compliance;

-Developing training and awareness programs for the Participants of ISMS;

-Feedback about Best practices in the Business;

Mobileum Risk BU has defined a career plan for its employees. A detailed description of each

function’s responsibilities can be found in instruction |I_QMS_012 E — Job Descriptions. Both

documents are published on the intranet and are accessible to all employees.

Action driven
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It is incumbent on the person responsible for Security Management to elaborate the ISMS plan, identify
changes in the process, and ensure that the ISM system meets all the requirements of the EN 1SO

27001 assuring its integration in Mobileum Risk BU Quality Management System.

The Security System Manager must guarantee the performance of internal audits and respective

corrective measures.

Information management System belongs to Management & Innovation and Security Process in

Mobileum Risk BU Quality Management System.

The Process owner is a Management commission member.
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Planning

Information Security Management System (ISMS) can be obtained through the implementation of a
number of security controls, such as policies, practices, processes, organizational structures and
technological solutions. These controls can be set to ensure that Mobileum Risk BU Security Policy

objectives are achieved already described in section 4.1 of this Manual.

In order to reach these objectives, described in the ISMS Policy, a Risk Management Methodology was
conceived, and is revised with the aim of guaranteeing the fulfilment of the annually defined company
objectives and the follow-up of the company’s strategy, as well assures fulfillment of ISO 27001 Standard

requirements.

The goal of Mobileum Risk BU Risk Assessment Methodology
e Determination the criteria for Risk acceptance;
o |dentification of assets;
o |dentification of Vulnerabilities and threats;
e Evaluation the size of Risks;
¢ Identification and assessment of Risks treatment options;
e Selection of controls for Risk management;
o |dentification Management approval for residual Risks;
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8 ISMS Support

8.1 ISMS Resources

The main goal of Mobileum Risk BU is the constant improvement and optimization of the Information
managements System and to accomplish this goal we have full commitment of Mobileum Risk BU Top
Management.

Mobileum Risk BU Executive Management Commission provided and approved all necessary Human,
Technological and Financial resources for the establishment, implementation, maintenance and
continual improvement of the Information Security Management System.

The annual resource plan per business unit results from the strategic planning cycle.

The selection and recruitment of new employees are carried out in accordance with the content of
procedure P_QMS_008_E — Hiring and Selection.

The integration of new employees is carried out in accordance with the content of procedure
P_QMS_007_E- New Hires Integration.

8.2 Competence & Awareness

N

In order to fulfill Information Security Policy, following ISMS Policy objectives and guidelines, a Training
program was established before the creation of ISMS organization Model:

Mobileum Risk BU trained most of the team in order to have the largest number of people Certified by
IRCA - The International Register of Certificated Auditors — has Information Security Management
Systems Lead Auditors. The goal is to provide skills in order to optimize most as possible Information
Security performance.

The rest of the team was trained by an external company expert in Information Security training, to

guarantee a level of knowledge commensurate with the challenges and opportunities to be faced.

The updating and management of skills is carried out in accordance with procedure P_QMS 015 E -
Skills Management.
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The identification of training needs is carried out during performance appraisal, as described in
procedure P_QMS_022_E — Performance Appraisal.

The elaboration of the annual training plan results from the consolidation of the information obtained in

relation to each employee’s individual performance.

The activities of training management and the gathering and processing of appraisal results from training
sessions are described in P_QMS_006_E — Internal Training.

Registers of training sessions are stored by HR. The register of the training sessions attended by each

employee is maintained and managed by the person in human resources responsible for training.

Concerns with the identification and adaptation of the employees’ skills to Mobileum’s Risk BU business
begins with the process of selection and recruitment of new employees, and continues after they have
joined the company, through a continuous training process which is described in procedure
P_QMS_006_E - Internal Training.

Training is an instrument for garnering and to retain Talent in the company, annually Mobileum Risk BU
Training Plan is approved by Mobileum Management and is published in Mobileum Risk BU intranet
available to all employees.

Mobileum Risk BU trainings are provided to the persons within the security scope, giving awareness of
ISMS Policy, rules and guidelines with the goal of involving all employees, in information Security
Management System, also to clarify the importance of their contribution to the effectiveness of ISMS,

including the benefits of an improved Information Security performance:

1) Security Training
Owner: ISM Security System Management Team
Distribution List: ISMS scope (Managed Services)

This Training has also the objective of warning that all people have an active and important role in
ISMS.

8.3 Communication

N

ISMS documentation is classified following P_QMS_004_E- Document Management, that establishes

what and to who should be communicated.

Responsibilities and roles are completely identified and communicated in this Manual —section 6.4—and

available internally thru intranet to all employees.
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This manual can and should be used by Customers, Suppliers, Partners, Employees and other
stakeholders as evidence that the ISMS is structured and implemented in order to assure that ISMS

policy and goals are established, implemented and measured every year.

8.4 Social Media

8.5

Mobileum Risk BU believes that his presence in the social media is essential and acknowledges the
importance of its employees, partners and suppliers and shareholders as active players of a global
information society.

The principles described below aim to guide Mobileum Risk BU employees and partners, suppliers,
shareholders, with the intended conduct when performing in a professional context or when representing
Mobileum Risk BU.

Mobileum Risk BU seeks to ensure its good reputation without jeopardizing its employees, partners,
suppliers, shareholders, etc., right to freedom in the personal sphere.

Mobileum Risk BU believes that the best way for its employees and external parties to be in the virtual
world is to follow the principles that guide them in real life-wise judgment and good common sense, living

company values and following Conduct Code guidelines and all other applicable policies.
For the purpose of this Manual, Social Media is Technology and Sites that require and involve the

discussion and publication of contents, namely: Blogging, micrologging (e,g.twitter), video sharing (You

Tube, Vimeo), networking (Facebook, Linkedin).

Fundamental principles for Mobileum Risk BU presence in

Social Media

N

Transparency

Transparency is a Mobileum Risk BU value. Mobileum Risk BU defends a transparent attitude in the
Social Media and doesn’t recommend the manipulation of information; nor the deception of followers
through “fake” destinations or posts designed.

The company must ensure that it clearly identifies its own brand’s Websites;

Safeguarding Privacy
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Safeguarding privacy of customers, partners, etc, must be compliant with privacy and data protection

policies, applicable laws and information security policies (P_QMS 004 E-Document Management);

Respect for copyrights, trademarks, advertising rights and third-party parties
This guarantee in Social Media depends on each case, so Legal coordination is required to ensure well

informed and appropriated decision-making;

Use of best practices
Listen to the online community and act according to the applicable good practices, in order to ensure that

the social network principles reflect the most updated and appropriate behavior standards;

These Fundamentals guidelines are part of the ISMS training content delivered to all Mobileum Risk BU

employees.

8.6 ISMS documented Information

N

ISMS is completely integrated in Quality Management System as described in this Manual — Section 4.4-
Creation, reviewing, approving, publishing, archiving and extinguish rules of ISMS documentation is
described in P_QMS_004_E-Document Management.

The way to generates codes and names for all information items that need to be stored electronically,
like software, project documentation, quality related documents, etc., is described in |_QMS_001_E-
Convention Names.
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9 Performance evaluation

9.1 Monitoring, measurement analysis and evaluation

9.2

9.3

N

As described in section 6.4 of this Manual, the ISMS Security Manager activities are related with
monitoring, measurement of ISMS:

It is incumbent on the person responsible for Security Management to elaborate the ISMS plan, identify
changes in the process, ISMS annual Revision and ensure that the ISM system meets all the
requirements of the NP EN I1SO 27001 assuring its integration in Mobileum Risk BU Quality

Management System.

The Security System Manager must guarantee the performance of internal audits and respective
corrective measures, evaluates the effectiveness of the Information Security Management System In

the annual ISMS Revision.

ISMS Key Performance Indicators are documented in P_QMS _034_E-Measuring Analysis and
Improvement and monitored in T_QMS_442_E - ISMS Security Metrics and Goals.

Internal audit

Internal audits are carried out with the frequency defined in the ISMS plan and in accordance with
procedure P_QMS_013_E - Quality Audits.
Internal audit results are processed in accordance with the layout of procedure P_QMS 017 E —

Corrective and Preventive Actions.

Management Review

In order to assure ISMS continuing suitability, adequacy and effectiveness the ISMS plan should be
updated and reviewed annually.
Information Security Policy should be reviewed by Executive Commission in order to guarantee is

compliance with Mobileum Risk BU Strategic Plan.

The annual revision of the Information Security Management System can be triggered by one of the

following events (inputs):

e Changes in company strategy
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Changes in ISMS Policy

Review of the supply of products and services

Interface Management analysis;

Regulators and external environment;

Customer Feedback analysis;

ISMS Analysis & management :

-Internal Audits results (P_QMS 013 E — Quality Audit, P_QMS 017 _E — Corrective and
Preventive Actions);

-Results from Mobileum Risk BU Management System analysis — ISMS Management System
Revision;

ISMS system revision is made by the Security Information Manager in order to analyse the essential key
points for Strategic Plan Cycle of the company.

Information Security Management System review is presented and approved by Mobileum Risk BU
Management commission.

As outputs of the ISMS System review is considered:

e Actions to be implemented with the aim of improving the effectiveness of ISMS Management
System;

« Possible need for Human resources, financial or technology resources to ensure the adequacy of
the ISM System to the Company practice and adequacy with the NP EN ISO 27001 standard;

¢ Changes in Policies, goals, key performance indicators, processes or other elements associated
with the implemented ISM system;
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10 Improvement

10.1 Non conformity, Corrective and Preventive actions

Non Conformities, Corrective and Preventive actions are identified and implemented in accordance with the

layout of procedure P_QMS_017_E — Corrective and Preventive Action.
10.2 Continual Improvement

Mobileum Risk BU strives to continuously improve the efficacy of its ISMS system through the use of the ISMS
policy, the performance analysis of the company KPI, audit results, the analysis of relevant data, corrective and

preventive actions and through management revision.
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11 Annex A

Information Security Management Policy

N

As described in P_QMS_053_E — Information Security, Privacy and Personal Data Protection Policy

Information is one of the most critical assets of an organization. With the generalization of information
technologies and, in particular, of the Internet the volume of digital information has been increasing in
an exponentially way over the last years.

The protection of information is therefore of vital importance, so that the trust among the several

business partners may be maintained and solidified.

The availability, integrity and confidentiality of information, in a rigorous and expedite way, to support

business decisions has become a competitive advantage for organizations.

If the information of an organization, including Personal Data, is disclosed, manipulated or made
unavailable, the consequences can be serious and create an impact in the organization’s reputation

and performance.

Mobileum Risk BU top management is committed to maintain the continual improvement of the
information security management system. The information security should be monitored as a dynamic

process, so that it is possible to predict and react to information security threats.

Information Security Policy can be defined as the preservation of:

Confidentiality: assure that information is accessible to authorized personnel only;
Integrity: safeguard the correctness and completeness of information and processing methods;
3. Availability: assure that authorized users have access to information and associated assets

when required.

Mobileum Risk BU defined four objectives to ensure that all information assets have the required

protection and specifies the control objectives that should be seen as a regulatory requirement:

Objective 1:
Integrate Information Security in the business objectives of Mobileum Risk BU, as a

distinguishable and competitive factor;
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Objective 2:
Ensure compliance with industry and legal requirements in all countries where Mobileum Risk

BU develops business;

Objective 3:

Ensure business continuity always keeping the highest levels of service quality;

Objective 4:
Promote within staff members a culture of responsibility and accountability for Information
Security;

Mobileum Risk BU follows security best practices as defined in the General Data Protection Regulation.
This Security Policy applies to Mobileum Risk BU, in all of its organization. Therefore, Mobileum Risk
BU defined a general set of policies, which assures information security, including personal data:

e Backups Policy;

o Acceptable Use of Assets;

e Cryptography;

e Information Transfer;

e Clear Desk and Screen Policy;

e Passwords Policy;

e IT_Helpdesk_Facilities_Policy;

¢ Mobileum Risk BU Site Data Protection, Privacy and Cookies Policy.

Mobileum Risk BU is ISO 27001 certified for a subset of our services, which scope is:

The Information Security System for Managed Services Process related with Madrid Office.

The implementation and maintenance of the requirements of the Mobileum Risk BU Information
Security Policy is guided by ISO/IEC 27001 Information security management systems
(requirements) and practices of the security industry, namely the ISO/IEC 27002 — Code of practice for

information security controls for ISO 27001 certified scope.

Mobileum Risk BU Information Security in ISO 27001 scope is covered through 14 domains
(Security Policy; Organization of Information Security; Human Resources Security; Asset Management;
Access Control; Cryptography; Physical and environmental security; Operations security;
Communications security; System acquisition, development and maintenance; Supplier relationships;
Information security incident management; Information security aspects of business continuity

management; Compliance) and it supports the implementation and maintenance plan, using key
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controls to guarantee conformity, to formulate documentation of policies, to distribute security

responsibilities, to execute risk analyses and to define and implement security and access controls.

Privacy and Personal Data Protection Policy

The protection of privacy and personal data of all persons who somehow relate to Mobileum Risk BU
(clients, users of the services, employees, partners and others) is a fundamental commitment of our
Company.

Personal data is essential for the activity of Mobileum Risk BU, in particular, for the marketing of its
products and services, for the provision, monitoring and improvement of the quality of the services
made available by Mobileum Risk BU, for the management of Mobileum’s Risk BU human resources
and for the fulfilment of legal obligations, with the challenges that are associated to the processing of
personal data for the said purposes being very strongly influenced by the technological, economic and
social developments.

Our commitment is to work every day in order to ensure the privacy and protection of personal data for
which we are responsible in compliance with the applicable legislation, regulations and guidelines on
such matters.

This commitment is executed, namely, by the adoption and implementation of policies and standards of
privacy, including, for that purpose, the Privacy Policy of the Company, as well as our Information
Security Policy.

In order to better carry out our commitment, we have appointed a Data Protection Officer (DPO), which
is responsible for advising Mobileum Risk BU, monitoring Mobileum’s Risk BU compliance of the
personal data processing with the said policies and standards, as well as applicable law, and is the
point of contact for the Data Subject and the relevant Supervisory Authority.

In addition, Mobileum Risk BU have a security team within the organization responsible for, among
other aspects, the maintenance, development and supervision of information security, policies and
standards, as well as security awareness through training and communication.

With this Statement of Commitment, we want to make clear Mobileum’s Risk BU commitment to
privacy, security and personal data protection and ensure that all those processing personal data under
their relationship with Mobileum Risk BU are bound and act in accordance with the underlying
principles.

Personal Data Processing Principles and Data Subjects Rights

N

The processing of personal data by our Company complies with the following fundamental principles:
- Lawfulness principle
- Purpose limitation principle
- Transparency principle
- Adequacy and data minimisation principle
- Need to know principle
- Integrity and confidentiality principle
- Privacy by design and by default principle

In addition to complying with the said applicable principles, Mobileum Risk BU is committed to ensure
the respect of Data Subjects rights, in particular, the right of access and information to personal data
being processed by Mobileum Risk BU, the right to rectification, the right to erasure (“right to be
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forgotten”), the right to data portability, the right to restriction of processing, the right to withdraw
consent, the right to object, the right not to be subject to a decision based solely on automated
processing, including profiling, and the right to lodge a complaint.

A) Lawfulness principle

The personal data will be processed only if and to the extent that it is grounded on one of the
conditions laid down for lawfulness, namely (i) when consent is given by the Data Subject or when the
processing is necessary for (ii) the performance of a contract to which the Data Subject is a party, (iii)
compliance with a legal obligation, or (iv) the purposes of the legitimate interests pursued by Mobileum
Risk BU or by a third party.

B) Purpose limitation principle

The personal data will be processed exclusively for the purposes that determined its collection and will
only be processed when legally permitted and by providing the due information to the corresponding
Data Subject.

C) Transparency principle

Data subjects will be informed in a clear and concise way of the relevant aspects related to the
processing of their personal data, namely, regarding the processing purposes and possible
transmission to third parties.

D) Adequacy and data minimisation principle

Only personal data that is adequate, relevant and limited to the necessary personal data for the
relevant purposes will be processed and for the time strictly necessary.

E) Need to know principle

Only employees and partners of Mobileum Risk BU whose functions require it will have access to the
relevant personal data processed.
F) Integrity and confidentiality principle

The personal data will be processed in such a way as to guarantee its security, namely, (i) protected
against unlawful or unauthorized access or disclosure, (ii) protected against unauthorized modification,
loss or destruction of personal data or accidental loss of such personal data, and (iii) ensured that
personal data will be available when necessary and permitted, without undue delay.

G) Privacy by design and by default principle

Mobileum’s Risk BU products and services, their support systems, and their procedures will be
developed with the concern of protecting your privacy and personal data.

Personal Data Protection

Mobileum Risk BU respects best practices in the field of protection of personal data and information,
and has adopted a program of policies and standards to ensure confidentiality, integrity and availability
of the information it is dealing with and that is under its responsibility, which is known to all employees
and partners of Mobileum Risk BU.

Mobileum’s Risk BU Information Security Policy establishes a wide range of set of technical and
organizational measures, organized in several security areas, including:

() Logical security measures, such as the use of firewalls and detection of intrusion, the
existence of a policy of access to information and logging;
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(i) Physical/lorganizational security measures, among which a strict access control to the

physical installations of our Company, by employees, partners and visitors, as well as very
restricted access, permanently monitored, to the essential technological infrastructures of
our Company;

(i) Other measures such as masking, encryption, pseudonymization and anonymization of

personal data, as well as a set of measures which aim to execute the principle of privacy by
design and by default. Where Mobileum Risk BU uses subcontractors or third parties,
Mobileum Risk BU will assure that its subcontractors and third parties are be bound by
obligations in order to comply with the applicable legislation and security measures
considered necessary by Mobileum Risk BU for the relevant purposes, as well as to ensure
that: (i) the sharing of personal data obeys the applicable laws as amended from time to
time, (ii) the transmission is securely made, and that (iii) the subcontractors or third parties
are contractually obliged to observe confidentiality duties and to ensure the security of
personal data, which, to that end, may be transmitted to them, with the restriction not to be
able to use such data for any other purpose, for their own benefit or that of third parties, nor
to correlate them with other data that is in the said subcontractors and third parties
possession.

Compliance with information security policies, security standards and protection of personal data is
subject to periodical scrutiny, audit and control, complemented by a demanding program of information
and training of Mobileum’s Risk BU employees and partners.
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